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What Is Nform?

1.0

WHAT IS NFORM?

1.1

Liebert developed Nform to use Simple Network Management Protocol (SNMP) to monitor and man-
age a wide variety of networked equipment, protecting it from costly damage resulting from power
failures and mechanical breakdowns. The monitored equipment can include industrial air condition-
ing units, Uninterruptible Power Supply (UPS) units and other devices that accommodate an SNMP
card to communicate over an Ethernet network. Nform will monitor and manage devices manufac-
tured by Liebert or by other equipment makers.

Nform constantly monitors configured equipment, warns of problems ranging from power quality to
environmental conditions.

This product also permits configurable responses to equipment alarms, including support for audible
alarms, e-mail and on-screen notification.

How Does Nform Work?

Nform on a host computer communicates with up to 30 devices, by default, using SNMP to detect
problems ranging from power quality to environmental conditions.

The user has the option of expanding Nform’s network capabilities with additional licenses. Licenses
are available in increments of 30, 100 or 500 additional monitored and managed devices.

One concurrent user license is provided by default. Additional concurrent user licenses are available
for one, five or 10 additional users.

Nform employs the SNMP protocol and static IP addresses to issue notifications and warnings,
launch scripts and send e-mail messages. It uses HTML to graphically display system information for
devices with an SNMP card that is Web-enabled. Nform performs its monitoring and management
processes using the network—instead of requiring separate, expensive hardware and cables that
might run alongside network lines.

Typical sequence
* Nform constantly monitors multiple SNMP devices made by Liebert or other manufacturers.
+ In the event any alarm occurs, Nform receives an SNMP trap.

+ According to configuration, Nform issues a local notification to the monitoring computer, executes
any associated actions—sending e-mails, writing alarm data in files and launching scripts—and
logs alarm data.

+ Users can later acknowledge and delete any alarms from Nform.
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1.2 What’s New in Version 2.0

Table 1 summarizes the new features available in Nform Version 2.0.

Table 1 New features in Nform Version 2.0
Feature Improvement
The Desktop view provides a quick visual summary of the entire system of managed devices and
easy access to key configuration features.
» Large status icons display a total count of devices in each status category: Normal, Alarms Present
and No Response (not communicating).
Desktop

Command Center
View

« Clicking a status icon produces a list of all managed devices in the selected status category in the
same window. The list may be sorted by device name, address or type.

 Function buttons display various types of device data in the same window: alarm management,
notification updates, device diagnostics, parametric data and network statistics for performance
management. The data may be saved in a text file or printed.

» Shortcut buttons allow quick access to key configuration features.

Alarm The Desktop view offers the ability to view alarms for any device and perform alarm management in
Management the same window: acknowledge, add comments and delete alarms, as well as save or print the list.
Notification This feature provides a summary of the status of notifications attempted as a result of alarms from a
Updates device: the time, name and type of each notification and its status (success/failure).

Device Diagnostic
Report

This report gives an overall summary view of the selected device—including model, agent type,
firmware version and number of alarms—and displays the results of the device interface report
testing the communications interfaces: SNMP, Web, Telnet and ICMP Ping.

Parametric Data
View

Users can view the parametric data and specific SNMP data from any managed device.

Network
Statistics

Query network statistics—SNMP, UDP, TCP and ICMP—uwith performance data on any device and
how it performs within the network.

Device Support

The following devices are now supported:

« Alber Battery Monitoring BDS256

Alber Battery Monitoring BDS40

Liebert DS with iCom

* Liebert MiniMate with Small System Controller

Expanded « Liebert Nfinity (additional alarm support of LGP)

* Liebert NX (additional alarm support of LGP)

* Liebert RPMP

* Liebert-Hiross HiNet

* Liebert EM: VEM-14
E-Mail Action E-mail actions may be set up to require a user name and password (SMTP Authentication).
Enhancement

Trap Forward
Request

Set up forwarding of specific device alarms to a configured network computer. This feature is now
included with the Advanced Notification License.

Global Settings
Device Defaults

Configure default settings for selected options for the entire system, including SNMP community
names, Web port and trap port, reducing the need to enter the same information many times.

Auto Discovery

This feature speeds up configuration with automatic detection of devices on a network. The system
can use the settings from the device as the default settings in Nform such as device name and
community name.

Import / Export

Using a standard, comma-delimited file, users can quickly add multiple devices to the system.
In addition, you may export a list of devices to a comma-delimited file that can be opened with a text
editor and can be used in other systems.

Configure Device

When devices are added to the system, the system can be set up to automatically configure any
device to send alarm events to the main Nform server, eliminating the need for each device to be

as Managed manually configured.
Firewall Nform will determine whether the OS firewall is activated. If so, Nform will configure the correct
Detection settings to allow receiving SNMP Trap alarm events from managed devices.
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2.0 How Do You CONTACT LIEBERT FOR TECHNICAL SUPPORT?

For help on deciding how to set up Nform or any other Liebert monitoring product, contact Liebert’s
Software Technical Applications Support Center at:

UNITED STATES

Phone

11800 222 5877

FRANCE Phone: +33 (0) 1 46 87 51 52
GERMANY Phone: +49 (0) 89 99 19 220
ITALY Phone: +39 (0) 2 98250 324
NETHERLANDS Phone: +31 (0) 475 503333
UNITED KINGDOM | Phone: +44 1628403200
WORLDWIDE Phone: 1 614 841 6755

FAX: 1

614 841 5471

All Products: http://www.liebert.com
Nform:

http://nform.liebert.com

E-mail

: monitoring@EmersonNetworkPower.com
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Who Can Benefit From Nform?

3.0

WHO CAN BENEFIT FROM NFORM?

3.1

Any industry operating devices utilizing the SNMP protocol can benefit from using Nform to protect
valuable equipment, data and other assets in the event of power or mechanical failure.

Nform’s protection can be extended beyond equipment manufactured by Liebert to encompass other
makers’ SNMP devices. Nform ships with templates—specifications and functionality—for Liebert-
built SNMP devices. Liebert offers templates for other manufacturers’ equipment; contact your local
Liebert representative, value-added reseller, or distributor for information.

Connections

Nform works with a network connection and either of these types of SNMP cards:

1. SNMP card with Web capability such as the OpenComms™ NIC, OpenComms Web Card
2. SNMP card without Web capability, such as the Intellislot™ SNMP card

Nform can monitor a network that includes any combination of LANs, WANs and any other type of
network.
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4.0 WHAT IS REQUIRED TO USE NFORM?

4.1

4.2

Visit the Liebert Web site at http://inform.liebert.com for the latest product information. The Web site
always has the most detailed and up-to-date information on system requirements and Nform’s capa-
bilities.

Connecting host computer and SNMP devices

SNMP communications allow you to take full advantage of Nform’s features. The host computer con-
nects to an SNMP-enabled device over a network. Information and management commands may be
passed over the Internet, a Local Area Network (LAN) or a Wide Area Network (WAN) via SNMP pro-
tocol and static IP addresses.

Requirements for Installing Nform

Before beginning installation, review these requirements:

The prospective user must have:

+ The Nform software (Visit the Liebert Web site at http://nform.liebert.com or contact your local Lie-
bert representative, value-added reseller, or distributor for information.)

* This manual (downloadable from the Liebert Web site)
* A computer with Microsoft® Windows® NT, 2000, XP or 2003 Server
* A monitor capable of 1280x1024 or higher screen resolution

* A communications link between the SNMP device and the host computer: local network, Internet
or Intranet, utilizing SNMP protocol and static IP addresses

+ Availability of IP Port 162 for receiving traps
* TCP/IP connectivity throughout the network

NOTE
Check with your System Administrator about the need to disable certain
network or virus protection software.
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Sample Nform Configuration

5.0

SAMPLE NFORM CONFIGURATION

Nform is installed on a single workstation and can be configured to monitor and manage up to 30
SNMP devices by default. The user has the option of expanding Nform’s network capabilities with
additional licenses. Licenses are available in increments of 30, 100 or 500 additional monitored and
managed devices. The primary license key allows one local user; licenses are available to add one, five
or 10 concurrent users. See Table 20 for details on additional device/user licenses.

Nform is designed to monitor any part of a network. Its functionality permits it to monitor any SNMP-
enabled device that can be contacted via local network or the Internet. These devices include those
made by Liebert and, with templates available from Liebert, units built by other manufacturers.

Nform may be configured to turn devices on or off as needed—for example, turning on a fan—and to
obtain a snapshot of the status of any or all devices when an alarm is received. These functions
require an Advanced Notification License for SNMP get/set request actions (see Table 20).

Nform can also interface with computers that have MultiLink 1.5 installed, sending shutdown notices
as needed when alarms are received. This capability requires a MultiLink Network Shutdown
License (see Table 20).

Nform-Enterprise includes licenses for the Advanced Notification and MultiLink shutdown features.

Example of Nform on a Network

Figure 1 shows one possible configuration of an Nform server that is monitoring and managing vari-
ous devices—UPS, environmental and monitoring units. The network also has Nform client software
installed on another computer, several computers with MultiLiink 1.5 installed and a network man-
agement system.

When an alarm is received, Nform can send e-mail notifications, append alarm data to a file and run
scripts. With appropriate licenses, Nform can also send shutdown notifications to the computers with
MultiLink 1.5 installed, obtain a snapshot of the status of connected devices and turn devices on or off
when an alarm is received.

Figure 1 Sample Nform configuration

BiLiebert

Nfor

EMERSON

Network Nform MultiLink  MultiLink  MultiLink
Management client 1.5 1.5 1.5
System client client client

Ethernet
UPS Battery Monitoring UPS Environmental
monitoring unit unit
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Installing the Software

6.0 INSTALLING THE SOFTWARE

This section explains how to install Nform.

+ For a first-time installation, follow the instructions in 6.1 - Initial Installation.

+ If you are upgrading to a newer version of Nform and want to keep configuration settings, proceed
to 6.3 - Upgrading to a Newer Version of Nform.

6.1 Initial Installation
+ Insert the Nform CD in the CD drive. The Installation Wizard starts automatically.
If the Installation Wizard does not open automatically, launch the file Setup.exe from the CD.
One way to do this is: Click on the Start button, and then on Run. In the Run window, click on
Browse to locate the file Setup.exe on the CD, highlight the file name and click Open. Click OK
to begin installation.
+ After viewing the Welcome screen and clicking Next, read the Nform License agreement.
+ If you accept the terms and conditions of the license agreement, click on the I accept the
license agreement radio button and then click on the Next button.
+ If you do not accept the terms and conditions, click on the I do not accept the license
agreement radio button and then click on Cancel to abort the installation.
* In the User Information window, enter your full user name and click on one of the following two
buttons to choose whether other users of this computer will have access to the Nform application:
* Anyone who uses this computer
* Only for me (user name)
* The Destination Folder window, shown below left, displays the location where the software will be
installed. Liebert recommends using the default location. (To select a different location, click on
the Browse button and choose the location.) Click on the Next button.

Destination Folder window Select Installation Type window
i Liebert Nform v2.0 Setup [_[=]x] i Liebert Nform v2.0 Setup [_ 1]
Destination Folder < \ Select Installation Type ! \
Select a folder where the application will be installed, [ Select the desired installation typs. i
- e
’
Install Nform’s —
The wise Installation Wizard will install the files For Liebert NFarm in the Follawing H g cl Lhent
felder. C I e nt featu res = The Client Features wil be installed, This aption is recommendsd
=g fi t 3
it it 2 it el i v tsa, el st e fali'sr, (default) gu_ Or MosEUsers
‘ou can choose nat o install Liebert MFarm by clicking Cancel to exit the Wise =&
Installation YWizard, ~ Client /
Insta" both / Server . The Client and Server features will be installed. This option is
Destination Folder Cli t&S gg recommended For Nform Server,
’7C:\Program Files\MFiarm} Browse ‘ ien erver = g
features
Wise Installation Wizard® Wise Installation Wizard®
<Back |i Next > I Cancel | < Back et > I Cancel |

* In the Select Installation Type window, shown above right, choose whether to install Nform’s Cli-
ent features (the default—recommended for most users) or Client / Server features, which is
recommended for Nform Server. Click on the Next button.

* In the Ready to Install the Application window, click Next to begin installing the software. A dia-
log box displays the progress of the installation process, which may take a few minutes.

+ A message indicates that installation was successful. Click Finish to exit the installation process.

6.2 Controlling Access to Configuration
To protect configuration settings from unauthorized users, Nform is set up for two classes of users:

* Administrator—full access, including configuration capability
* Power User—can view and respond to alarms; no access to configuration
Initially both types of user have a default password, liebert (all lowercase). Liebert recommends

changing the Administrator password, as described in 8.4 - Change the Administrator Password,
to limit access to configuration settings.

You may set up a customized view of devices for each user (see 9.5 - Add Devices to Navigation Tree).
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6.3

Upgrading to a Newer Version of Nform

When upgrading to a newer version, the user does not need to remove the existing installation. Dur-
ing the upgrade, Nform preserves all configuration files—for example, configured devices, floor plans,
actions.

To install the Nform software upgrade, follow the steps below (for complete details, see 6.1 - Initial
Installation):

* Launch the installation file Setup.exe from the CD.

+ If you accept the terms and conditions of the Nform license agreement, click on the I accept the
license agreement radio button and then click on the Next button.

* Choose whether other computer users will have access to the Nform application:
+ Anyone who uses this computer
* Only for me (user name)
* The Destination Folder window, shown below, displays the location where the software will be
installed. Click Next.

For upgrades, you must use the same directory path as the previous installation of
Nform to keep your configuration settings.

i Liebert Nform +2.0 Setup [ 1O1=]
Destination Folder “ N
Select a folder where the application will be installed. L
<
o

The Wise Installation Wizard will install the Files For Lisbert NForm in the Following
folder.

Toinstall into a different folder, click the Browse button, and select anather falder.

You can choose not ko install Lisbert Nform by clicking Cancel to exit the Wise
Installation Wizard.

Destination Folder
(=1 FilesituFormi, @ ‘
For upgrades’ use the /G rogram FilesiFarm’ rowse )

same directory path as
previous installation
to keep configuration
settings

\wise Installation ‘Wizard@

= Back Cancel I

* In the Select Installation Type window, choose whether to install Nform’s Client features (the
default—recommended for most users) or Client / Server features (recommended for Nform
Server. Click Next.

* Follow the prompts to complete the installation.

The next time you start Nform, all previous configuration settings should be in place.
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7.0 OVERVIEW OF NFORM

This section provides a quick look at the features available with various SNMP devices and the func-
tions accessible through Nform’s desktop, tabs, menus and toolbar buttons.

7.1 The Nform Desktop

The Desktop view provides a quick visual summary of the entire system, showing the status of con-
nected devices—how many devices are operating normally, how many are in alarm and how many are
not communicating—and offering easy access to most Nform features.

7.1.1 Desktop View - Overview

The Desktop view is accessible by clicking on the Desktop button or using the keyboard shortcut
CTRL + D. (Another way is to click on the File menu, then on Desktop Command Center.)

[P Lichert Nform - (Administrator) [_ O[]
Fie Yew Events Help

EA <] [ 4 »:

Deskiop  Web Ak Delte Comments | Sienee

Navigate | Canigue| N

N T &
E_ Desktop Command Center [ Liebert. form EMERSON
Selected ~l T Alarm Event History Desktop,

~ 15t Floor Computer Root

STATUS BUTTONS
— Click to display in

function 5 ‘ i) - - = - -
(8 3rd Floor Computer L m w
| @8 Liebert UPS1 A . ms
| @l Lisbert UPS2 - I% -'s’_. A .
sl Liebert CRACT v 6 0 0 Device List
- [#] 3rd Floor Finance — = A
. s Lisbert UPS3 u .| Alarm Normal Alarins Presemt Ho Response
28l GXT2UnowWebCard Management
Notification }L&vme Harne: [ ddress [ Device Type: I
Update E Liebert CRACT 15830160192 Liebert Deluxe Spstem 3 AMJAG hmn 1m

L Diagnostic

= Liebert UPST 196.30,160.193 Liebert UPStation GXT /20 Web
FUNCTION Device gueney: ups2 13330 160 134 L\ehel:Nle‘y‘\l\/eh
2 Lisber UPS3 19830160123 Liebert NPower _ i
B UTTO N S Parametric g Liebert G¥T2U-1 1921680125 Lisbert UPStation GxT/2U Web Ee\él ce
. Data View GRT2UnoWwebCard 1921680130 Liebert LPStation GxT 200 is
Click to
Network -
display in 0 Statistics
Detail \ ! Save button
viewing area v 9 Pr [][=} Print button

Date and Time Received | Address Narne Event Message

— Detail
viewing
area

>

Get Technical W
/— S 4

»
| —— License - | Manage Configure System
Administration iel | v Actions ‘ Administration
I

|8l Events

Get Technical -
Support button

— CONFIGURATION
BUTTONS

[1a1 4

+ Status buttons at the top of the window display the number of devices in each status category:
Normal, Alarms Present and No Response (not communicating). The text for the selected Status
button is black—in this example, Normal is selected—text for the other buttons is grayed-out.

+ The Device List displays the name, IP address and type of all devices in the selected status
category. This example shows a list of devices in Normal status.

* Function buttons offer quick access to various types of data that appear in the Detail viewing
area. The selected function appears above the buttons—Alarms, in this example.

* The Detail viewing area displays data for the device selected in the Device List. The type of data
is determined by the Function button selected. In this example, Alarm Management data for the
selected device appears in the Detail viewing area.

* The Save and Print buttons provide access to the device data currently displayed in the Detail
viewing area: save the data in a text file or print the data.

* The Get Technical Support button opens the default Web browser to Liebert’s Nform Support
Login page.

+ Configuration buttons at the bottom of the window offer easy access to key Nform setup
features.
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7.1.2 Desktop Buttons

Table 2 shows the buttons available in the Desktop Command Center and where to learn more

about each.
Table 2

Desktop buttons - summary

Button

Description

For more information,
see:

STATUS BUTTONS - Click to view device names by status in the Device List.

w

Button shows total count of devices in Normal

No Response

Device List.

Normal status. Click to display names of these devices —
in Device List.
Normal
Alarms - Button shows total count of devices currently in
P ' Alarm status. Click to display names of these —
resent . . : .
0 devices in Device List.

] Button shows total count of devices currently in
No w No Response status (not communicating). .
Response i Click to display names of these devices in

FUNCTION BUTTONS - Click to view alarms and other device data in the Detail

viewing area.

Alarm pomes View alarm data in Detail area; manage alarms | 7.1.3 - Desktop - Alarm
Management _ (e.g., acknowledge, delete). Management
Notification View status of actions resulting from alarms in 7.1.4 - Desktop -
Updates Detail area. Notification Update
Device - View diagnostic data for selected device in 7.1.5 - Desktop - Device
Diagnostic Detail area. Diagnostic

Parametric — View parametric data for selected device in 7.1.6 - Desktop -

Data View Detail area. Parametric Data View
Network — View SNMP, UDP, TCP and ICMP network 7.1.7 - Desktop - Network
Statistics Statistics data in Detail area. Statistics

CONFIGURATION BUTTONS - Cli

ck for shortcut to Configure tab features.

License
Administration

License
‘ Administration

Shortcut to License Key Administration to
add Nform licenses.

8.5 - Enter the Nform
License Key

Administration

System
‘ Administration

Groups) to change passwords.

Manage Shortcut to Device Manager to manage 9.0 - Configuring Nform
Devices devices (add, define, delete). Devices

e | P and Server Noifications) fo sot p actions | 112 Server

Actions (e.g., send e-mail, write file). Notifications

System Shortcut to Users (under Local Users and 8.4 - Change the

Administrator Password

OTHER BUTTON

S - Save or Print

Detail data, go to Nform technical support Web site.

Save button

Save the information currently displayed in the
Detail area as a text file.

Sections 7.1.3 -7.1.7

Print button

d

Print the information currently displayed in the
Detail area to a printer.

Get Technical
Support

Get Technical ‘
Support

(

Go to Liebert's Nform Support Login page via
the default Web browser.
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7.1.3 Desktop - Alarm Management

The Alarm Management function in the Desktop view offers quick access to alarm data for a selected

device.

To view this data:

* Go to the Desktop view and select a device.

(To do this, click on the Desktop button, then click on a status button to display devices in the
selected status—Normal, Alarms Present or No Response. Click on a device in the Device List.)

R Liebert Nfor - (Administrator) [ [O]]
Fle View Evenis Help
Q [l
Desklop  ‘web Ack  Doric  Comments | Silence
Navigate | Configurs | &
[N Desktap Command Center [ Liebert. EMERSON
Selected L[ T s Event istory
f - T~ st Floor Computer Room - —
unction e fer Room P —
| B Liebert UPS1 .l
. @B Liebert UPS2 A larms
Bl Liebert CRACT AULLLD
(9] 3rd Floor Finance 0 0
Alarm | @B Liebert UPS3 -
Mana geme nt g ol Normal Alerimns Preosnt No Response
. | Event History
Click to o E\‘WU'HU I »Levn:e Hame [ bedess [ Device Trpe |
= . 1, Event History 24 Lichen CRACT 19630160192 Liebert Deluxe Spstem 3 AM/AG =
dlsplay in B Licbert LIPS 19830160183 Liebett UPStation BT /2U Web
i 5 Lisbert UPS2 196.30,160.134 Liebent Ninity web
Detail 25 Lisber UPS3 19630160123 Liebert NPower
viewing area 2 GxT2U 1921680125 Liebert UPStation BT /2U Web
E iebert UPStation o
%3 GxT20-130 1921680130 Liebert UPStation GXT /20 Web

>

Get Technical }
Support J

License
Administration

Click to display in
— Device List

— Device
List

Save

& 0

Date and Time Received | Address

Manage

Event Message

Configure System
| Actions ‘ Administration

[AlEvents |

Print

— Detail
viewing
area

(37 v

+ Click on the Alarm Management function button to display alarm data in the Detail viewing
area. The selected function name—Alarms—appears above the function buttons.

* The Detail viewing area displays data for each alarm: the time of occurrence, the IP address and
name of the device and the type of alarm, as in the following example.

Date and Time Received

Address

Name

Event Message

2006-12-17 11:52:21

192.168.0.125

GXT2U

On Battery Cleared

* Alarm totals—numbers of acknowledged and unacknowledged alarms—appear above the Detail

area.

* When alarm data appears in the Detail area, you may:
+ Sort alarms by Date and Time Received or Event Message: click on the heading.
+ Save alarm data as a tab-delimited text file by clicking on the Save button.
* Print alarm data by clicking on the Print button.

* Manage alarms—for example, acknowledge alarms, add notes, delete or silence alarms—Dby
right-clicking on an alarm. See 13.0 - Managing Alarms for details.

* View the definition of an alarm: right-click on the alarm and choose View Data Definition
in the pop-up menu.
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7.1.4 Desktop - Notification Update

The Notification Update function in the Desktop view provides access to the status of notifications
resulting from an alarm for a selected device.

To view this data:

* Go to the Desktop view and select a device.

(To do this, click on the Desktop button, then click on a status button to display devices in the
selected status—Normal, Alarms Present or No Response. Click on a device in the Device List.)

Click to display in
— Device List

— Device
List

Save

R Liebert Nfom - [Administrator) [ [Of]
Fle View Evenis Help
Q o
Desklop  ‘web el DPde Goments || Siknea
Navigate | Configus | &
E Desktop Command Center [ Liebert. EMERSON
Selected [ A v sty p
. Peeald] 15t Floor Computer Room = —
function AT e Carmauter R 0 )
. oo Liebert UP
. @B Liebert UPS2 ¥+ Notifications
Bl Ligbert CRACI —_—
£-[9] 3rd Floor Finance 6 0 0
] Liebert UPS3 i
o . n.lgmu = Alarm | Normal Alarms Present No Response
Notification (= 9 GXT2U-130 %2 Managamant |
u pdate B, Bvent History /| Notification Pewce Name [ s [ Device Tvpe [
Update | g Libert CRALT 198.30160.182 Liebert Deluxe Systern 3 AM/AG =
i = = Ligbert UPST 198.30.160.193 Liebert UPStation GXT/2 ‘web
C!’CK to . gf:'cz st %8 Lisbert UPS2 198.30.160.194 Liebert Niinit Webs
d,sp[ay in &0 58 Lisbert UPS3 198.30.160.129 Liebert HPower
. Parametric G2l 1821880125 Lisbert LIPStation GxT/201 weh
Detall DETERY T 9 6120130 192168.0.130 Liebert UPStation GXT/2U Web
: : Network | -
viewing area Statistic
|
y 1
v =
=]
Date & Time Motification ... | Notification Type | Notification Name -
—— [2008-Dec-17 11:53:03 Success E-Mail Email alarm notification —
2006-Dec-17 11:53:03 Success Trap Forward T NS
2006-Dec-17 11:53:03 Success Multilink Shutdown  MultiLink notification
2006-Dec-17 11:52:43 Success Get Request GHT 2U Status
2006-Dec-17 11:53:03 Success Get Request GHT 2U Status
2006-Dec-17 11:53:16 Pending File-Wvtite Critical Alarms

>

Get Technical
Support

License

2006-Dec-17 11:53:16 Pending
2006-Dec-17 11:563:16 Pending
2006-Dec-17 11:53:16 Pending
2006-Dec-17 11:53:16 Pending
2006-Dec-17 11:563:16 Pending

External Command

E-Mail
Get Reguest
Trap Forward

Network BroadCast
Email alarm notification
GKT 2U Status

IT MMS

Muttilink Shutdown  hultiLink notification

Administration

_>IJ T
atio;
[}

License Status: SNMP Devices(B/100]; Workstations(15); Advanced Notification(True]

|
Configure System
E Actions Z Administration
| |‘.
[

[AlEvents | |

A

Print

— Detail
viewing
area

+ Click on the Notification Update function button to display notification data in the Detail
viewing area. The selected function name—Notifications—appears above the function buttons.

+ The Detail viewing area displays data for each notification: the time the notification was
generated and its status, as well as the type, name, description and reason, as in the following
example.

Date & Time

Notification Status

Notification Type

Notification Name

Event Description

Reason

2006-Dec-17 11:52:26

Success

File-Write

Critical Alarms

On Battery Cleared

* When notification data appears in the Detail area, you may:
+ Sort notifications by clicking on the heading—for example, Date & Time or Notification

Status.

+ Save notification data as a tab-delimited text file by clicking on the Save button.
* Print notification data by clicking on the Print button.
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7.1.5 Desktop - Device Diagnostic

The Device Diagnostic function in the Desktop view displays diagnostic data for the selected device.

To view this data:

* Go to the Desktop view and select a device.

(To do this, click on the Desktop button, then click on a status button to display devices in the
selected status—Normal, Alarms Present or No Response. Click on a device in the Device List.)

R Liebert Nfor - [Administrator) [ [O]]
Fie View Events Help
& L -
Desklop  4/ch fok Dl Gomments | Sience
Navigate | Configurs | &
[ Desktop Command Center [ Liebert. EMERSON
Selected | A v sty
function M=l3] 15t Floor Computer Room —a
£ (8] I Feacomputer Room - . -
e Lo UF I8 Click to display in
| o Liebert UPS2 L i H
Bl Liehert CRACT Device List
£-[9] 3rd Floor Finance 0
| o Liehert UPSS il
o m GXT2U & Al: Normal Alprrns Presemt Mo Response
- Bl GXT2U-130 anagemen
¥ | Notification »mee Name [ dress [ Device Type |
Device date 25 Liehen CRACT 196 30,160,192 Liebert Deluse System 3 AM/AG —mn
N . D 25l Liebert LPS1 198 30,160,193 Liebert LIPS tation G<T /2U Web
D|agnost|c D st % Liebert UPS2 198.30,160.19¢ Liebert Nfinty Web
. & 22 Liehen LIPS 196 30,160,129 Liebert NPower __ i
Cllck tO AmMen 1921680125 Liebert UPS Weh E_e‘"ce
. . Data Vie % GxT20-130 1921660130 Liebert LIPS ation GXT /2 eb ist
display in
N 0 4
Detail ati
viewing area I Save
\ 1
Tam] .
v = Print
Description [ Current Value
—— | Manufacturer LiehertComoration —
Device Model GXT2-7O0RT120
Device Software Version GXTZMR10
SNMP Agent Software Version 1.2000 __ i
No. of Current Alarms 0 Detall
> Active Alarms Mo Alarms Pregent V|eW|ng
SNMP Interface oK area
Web Interface 0K
Telnet Interface OK
ICMP (Ping) Interface oK
Get Technical ]
Support
|_
License '-:T | Manage Configure System
Administration I Devices Actions ‘ Administration
| i\
Licerse Status: SNMP Devicesl6/100); Workstations(15); Advanced Notification(True] [AlEvents | [[31 Y

+ Click on the Device Diagnostic function button to display diagnostic data in the Detail viewing
area. The selected function name—Diagnostics—appears above the function buttons.

* The Detail viewing area displays identifying data for the device, such as manufacturer and model,
as well as status of alarms and various network interfaces, as in the following example.

Device Software Version
SNMP Agent Software Version
No. of Current Alarms

Active Alarms

SNMP Interface

Web Interface

Telnet Interface
ICMP (Ping) Interface

Description Current Value
Manufacturer LiebertCorporation
Device Model GXT2-700RT120

GXT2MR10
1.200.0

0

No Alarms Present

OK
OK
OK
OK

* When diagnostic data appears in the Detail area, you may:
+ Sort diagnostic data by clicking on a heading: Description or Current Value.
+ Save diagnostic data as a tab-delimited text file by clicking on the Save button.
* Print diagnostic data by clicking on the Print button.

14



Overview of Nform

7.1.6 Desktop - Parametric Data View

The Parametric Data View function displays parametric data for the selected device in the Desktop

Command Center view.

To view this data:

* Go to the Desktop view and select a device.

(To do this, click on the Desktop button, then click on a status button to display devices in the
selected status—Normal, Alarms Present or No Response. Click on a device in the Device List.)

R Liebert Nfor - (Administrator)

=] 3
Fie View Evenis Help
N a »
Desklop  /cks Aok Dbt Comperts | Sice
Navigate | Configurs | &
[ Desktop Command Center [ Liebert. EMERSON
Selected ~__|[-¥ s vt vistory
function P~ld] 15t Floor Computer Room —
= (8] ST Fmes omputer Roam = — . . :
iy - ; 3 Click to display in
| oo Liebert UPS2 T+ Parametrics - i H
Bl Liebert CRACT —_— Device List
(9] 3rd Floor Finance 6 0 0
| @ W Liehert UPSS -
ml GXT2U &= | Alarm Normal Alrrins Presemt Mo Response
B GXT2U-130 || Management
f | Notification »levn:e Hame [ Aechess [ Device Type I
4| update | EEEEE 193.30.160.192 Liebert Delue Spstem 3 AM/AG —+
= 2] Lieber UFS1 198.30.160.193 Liebert UFStation BT /20U Web
. ] Liebert UPS2 198.30.160.194 Liebert Mfinity web
Parametric — 2 Lichen LIPS3 196,30 160123 Liebert NPower L — Device
Data View nets 2 GxTaU 1921680125 Liebert UFStation GT /20U web A
ta ] cor2u-130 192166.0.130 Lisbert UPStation GXT /20 Web List
Click to : —4
display in s
i V
Detail \ [ ave
viewing area v = Print
Description Current Yalue =
o e anufacturer Jration L
Model GHT2-700RT120
UPS Software Yersion GXT2MRIO
SNMP Agent Software Version 1.2000 L i
Name GHT2U Detall
> Battery Status 2 V|ew|ng
Secands On Battery 0
Estimated Minutes Remaining 45 area
Estimated Charge Remaining noSuchMarme
Battery Voltage 560
= - Input Line Bad 0
Get Technical Input Nurnber of Lines 1
Support Input Frequency B0
Input Voltage 120
| 1| | Qutput Source 3 (4
Outnut fciual 52

License
Administration

*
'-:T | Manage

I Devices

Configure System
Actions Administration
| : E | ;:

License Status: SNMP Devices(B/100]; Workstations(15); Advanced Notification(True]

[AlEvents |

[[=1 v

+ Click on the Parametric Data View function button to display parametric data in the Detail
viewing area. The selected function name—Parametrics—appears above the function buttons.

+ The Detail viewing area displays identifying data for the device, such as manufacturer, model and
software version, as well as the status of various parameters, as in the following example. The
number of rows of data values displayed may be changed in the Global Settings options (see 9.1 -

Global Settings).

Description Current Value
Manufacturer LiebertCorporation
Model GXT2-700RT120
UPS Software Version GXT2MR10
SNMP Agent Software Version 1.200.0

Name GXT2U

Battery Status 2

Seconds On Battery 0

Estimated Minutes Remaining 60

* When parametric data appears in the Detail area, you may:
+ Sort parametric data by clicking on a heading: Description or Current Value.
+ Save parametric data as a tab-delimited text file by clicking on the Save button.
* Print parametric data by clicking on the Print button.
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7.1.7 Desktop - Network Statistics

The Network Statistics function in the Desktop view displays network data for the selected device in
four categories: SNMP, UDP, TCP and ICMP.

To view this data:

* Go to the Desktop view and select a device.

(To do this, click on the Desktop button, then click on a status button to display devices in the
selected status—Normal, Alarms Present or No Response. Click on a device in the Device List.)

R Liebert Nfor - (Administrator) [ [O]]
Fie View Evenis Help
= -] »
Desklop  /cks Aok Dbt Comperts | Sice
Navigate | Configurs | \'IE — :
e form hd
Desktop Command Center [ Liebert. EMERSON
Selected ~— - Alarm Event History DesktoD.
function Pwl2] 15t Floor Computer Room —
£ [8] T emexomputer Room oy L i i f|
iy - : . Click to display in
| o Liebert UPS2 ‘-S, Isti | — 1 J
B Liebert CRACI 3,t<gt-'-' ic | Device List
(9] 3rd Floor Finance 6 0 0
| @9 Liebert UPS3 — 1
s GXT2U | Alarm Normal Alrrins Presemt No Response
B GXT2U-130 || Management
f | Notification »mee Hame [ Aechess [ Device Type
d'| update 2 Liebert CRACT 193.30.160.192 Liebert Delue Spstem 3 AM/AG —+
Device 2] Lieber UFS1 198.30.160.193 Liebert UFStation BT /20U Web
Di 3 ] Liebert UPS2 198.30.160.194 Liebet Ninity Web
iagnostic 25 Liebent UPS3 19330160123 Liehert NPawer L Device
2 GxTaU 1921680125 Liebert UFStation GT /20U web A
Network 2 GxT2U-130 1921680130 Liebert UPStation GXT 22U Web List
Statistics T
C{lck to SNMP ) Save
dlsplay mn UDP ©) ‘V — .
Detail TCP [©) = Print
: Description Current Yalue
jewi ICMP ) snmpinPhts 0 L
viewing area snmpOutPkis.0 1373
shmpinBadversions.0 0
snmplnBadCommunityNames.0 181 L i
snmplnBadCommunityUses.0 0 Detall
> shmplnASNParseErs.0 0 V|ew|ng
snmplnTooBigs.0 0
snmplnloSuchNames.0 0 (= area
shmpinBadvalues.0 0
snmplnReadOnlys.0 0
= - snmplnGenErrs.0 0
('Et.TECh nical snmplnTotalRegyars.0 439
Support snmplnTotalSetVars 0 i
snmplnGetRequests.0 686
1| | snmplnGethexts.0 0 (4
B te 0 n X
|_
'-‘:T ! Manage Configure
E Devices Actions ‘ Administration
| | -
License Status. SNMP Devicesi6/100); Warkstalions(15; Advanced Noliication(True) [AlEvents | [[5 .

Click on the Network Statistics function button to display network data in the Detail viewing

area. The selected function name—Statistics—appears above the function buttons.

Click on one of the four categories of network statistics: SNMP, UDP, TCP or ICMP.

* The Detail viewing area displays the selected type of network data, as in the following example
for SNMP data.

Description

Current Value

snmplnPkts.0
snmpOutPkts.0

176
186

snmplnBadVersions.0 0

* When network data appears in the Detail area, you may:
+ Sort network data by clicking on the heading: Description or Current Value.
+ Save network data as a tab-delimited text file by clicking on the Save button.

* Print network data by clicking on the Print button.
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7.2 Navigate and Configure Tabs
Nform’s two tabs—Navigate and Configure—logically divide its functions.
+ The Navigate tab displays the operational status and condition of monitored and managed

devices. This tab becomes more important after Nform is fully set up.

* The Configure tab is the entry point for all setup functions required for Nform to begin monitor-
ing and managing SNMP devices.

7.21 Configure Tab—Overview

Access to the Configure tab is limited to the Administrator. This prevents unauthorized users from
altering Nform’s settings. This tab allows you to:

+ Enter the Nform license key(s) and install the MultiLink Network Shutdown License
+ Set up devices to be monitored and managed by Nform, organized in virtually any fashion

+ Add floor plans as visual reminders of device locations

* Specify actions for Nform to take in response to an alarm from any device: send e-mails, add
alarm information to a file and launch scripts

* Set up security precautions, such as changing the Administrator’s password

The Configure tab, with its various options, is shown below.

ELiehetl Mform - [Administrator) [_ (O] %]
File Edit Help

Configure R I #

tab Ntop SEvE Eatize]

Mavigate  Configure |

Description

| —
b Security Settings

. Power User gk
2 Local Users and Groups P

& Device Manager
S Domain Management
B Local and Server Motifications

N— —

Configuration
options | v

The following table shows where to find detailed information about key Configure tab functions.

Function For a detailed description, see:

» Change passwords
» Enter Nform licenses 8.0 - Getting Started With Nform
Install MultiLink Network Shutdown License*

« Add SNMP devices and floor plans to navigation tree 9.0 - Configuring Nform Devices

10.0 - Configuring MultiLink
Devices

» Set up MultiLink 1.5 clients for shutdown notifications*

» Set up Nform’s response to alarms (send e-mail, write to file, run script)
« Link responses to alarms for specific devices
» Configure SNMP get/set requests*

11.0 - Local and Server Notification
Configuration

* Requires additional license (included with Nform-Enterprise version); see Table 20
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7.2.2 Configure Menus and Toolbar Buttons

When the Configure tab is selected, Nform displays three menus at the top of the window: File,
Edit, and Help. Each menu has a drop-down list of options, which appear only when applicable. For
example, the Save option appears in the File menu only when a change needs to be saved.

The Toolbar buttons, which appear directly below the menu, offer alternatives for selected menu
options, as shown below. Buttons appear on the Toolbar only when their function is applicable. To dis-
play helpful text describing a button’s function, hold the mouse over the button. In the Navigate tab,
click on the View menu and choose Show Text Labels to cause labels to appear under the buttons.

. ELieberl Mform - [Administrator]
Configure Menus —_—

File Edit Help
EA (el :
Toolbar Desktop [RI= HanE Delste [Eatice|

Table 3 shows the menu options available in the Configure tab and where to learn more about each.

Table 3 Configure tab menu options - summary

Toolbar
Menu Option button Function For more information, see:
New ] Create a new device, floor plan, .
New action or other item
Save SLa.\!e Save changes to configured items 8.0 - Getting Started With Nform
File
Desktop
Command 5 % View the Desktop Command Center | 7.1 - The Nform Desktop
Center =
Exit — Quit the Nform application —
. Abort changes that have not been
Edit Cancel E;Eel saved -
(Configure Delete a device, fl I i
tab only) 3 elete a device, floor plan, action .
Delete Delete or other item
Help About — Check Nform version —

7.2.3 Navigate Tab—Overview
The main features of the Navigate tab are:

* Viewing summary status, alarm history, and parametric data for any device in the navigation tree
+ Tracking alarms in an event log and in user-specified files
* Responding to alarms

Access to the Navigate tab is unlimited; it can be viewed by the Administrator or the Power User
group. This permits any authorized user to view the status of monitored, managed devices and
respond to alarms.

The Navigate tab view varies, depending on the type of SNMP card installed in a device. A device
equipped with a Web-enabled SNMP card may be viewed with a Web browser. For devices with an
SNMP card that does not support HTML, Nform displays the data in tabular format.

For devices equipped with Web-enabled SNMP cards, the Navigate tab may be used to change con-
figuration settings, test a UPS battery and alter other settings.

These functions are performed through the Control and Configure tabs of the SNMP card’s Web dis-
play. These HTML tabs may be accessed by any user who has the SNMP card’s password. This means
that an Nform Power User with the SNMP card password would be able to alter some device settings
through the HTML interface.
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The Navigate window has two parts. The left side displays all configured devices as a navigation tree,
and the right side shows information about any selected item in the tree.

S AMPLE DATA: Liet N— (Iinistratur) !Elﬂ
DEVICEWITH ‘@& &+« = & o

WEB INTERFACE  eston Back  Fowsrd  Stop  Refresh Hﬁe |

Navigate | Confiqure |
H /’ I I = .
NaVlgate FDesktop Command Center 0 Llebert monitor control configure

tab 13 Alarm Event History Power Flow:
=] 1st Floor C
L |

support

Connected Device:
192.168.0.125
GXT2-700RT120

=] 3rd Floor Cornputer Room Connected Device Status: D —————
B Lisbert UPS1 Load Protected: BYFASS
B Liebert UPS2 Normal Operation Votts: 117V
il Licbert CRACT
=} 3rd Floor Finance

Freq:  60Hz

ol Liebert UPS3 - % ] %ﬂ- Sz
Device Information:
(] Eix‘;zu h INPUT QUTPUT
= Af:r"n:r o Vot 117V Vot 119V
L~ = ) Amps: 1A
Navigation—T| e L e ez |

W nput
tree L E:S;ass

W Internals

BATTERY
Volts: 55V

Charge: 100 %
Time Remaining: 304 min

Last updated: Monday - December 11, 2006 05:45:08pm
[ Al Everts IED v

Liebert OpenComms Network Interface Card

/

/

Information for selected device

SAMPLE DATA:
Eile View Help
DEVICE WITHOUT & \

WEB INTERFACE Desktop  Cilence:

Navigate | Corfiqure|

Desktop Command Center
T Alarm Event History

@ 15t Floor Computer Room
= [8] 3rd Floor Computer Room QueyDevice | Downoad Device |
il Licbert UPST
il Licbert UPS2
# Liebert CRACT

Huering SNMP device finished

SNMP Device: GXT2U (192.168.0.125)
’7 View: [Fitter data points j

L

R
= [3] 3rd Floor Finance Mol R GXT2-700RT120
B Liebert UPS3 UPS Software Version R GXT2MR10
s GxT2U SHMP Agent Software Yersion R 1.200.0
E GXT2U-130 Name W GXT2U
Battery Status R 2
Seconds On Battery R a
Estimated Minutes Remaining R 45 -|
[ License Status: SHMP Dievices(5/100]; Workstations(15]: Advanced Natification(True) 4

The table below shows where to find detailed information about the Navigate tab’s functions.

Function For a detailed description, see:
View the status of all devices 12.0 - Nform Monitoring—Navigation Tree
Manage Nform’s alarm log: acknowledge and delete alarms 13.0 - Managing Alarms

Also visit these Liebert Web sites for more information on getting your equipment monitored:

* OpenComms Web card: http://www.liebert.com/dynamic/displayproduct.asp?id=1018&cycles=60Hz

* OpenComms NIC card: http:/www.liebert.com/dynamic/displayproduct.asp?id=998&cycles=60Hz
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7.2.4 Navigate Menus and Toolbar Buttons

When the Navigate tab is selected, Nform displays up to four menus at the top of the window: File,
View, Alarms, and Help. Each menu has a drop-down list of options. Menus and options appear only
when applicable. For example, the Alarms menu is available only when alarms are displayed.

The Toolbar buttons, which appear directly below the menu, offer alternatives for selected menu
options, as shown below. Buttons appear on the Toolbar only when their function is applicable. To dis-
play helpful text describing a button’s function, hold the mouse over the button. Clicking on the View
menu and choosing Show Text Labels causes labels to appear under the buttons.

ELiebert Mform - {(Administrator)

Navigate Menus —____ File Wiew Events Help

Toolbar — % - =» @ L3¢

Deskkop

Back Forward Stop Refresh

Home |

Table 4 shows the menu options available in the Navigate tab and where to learn more about each.

Table 4 Navigate tab menu options - summary
Toolbar
Menu Option button Function For more information, see:
. (Before logging in) Log on as ) -
Log On Administrator / Power User 8.3 - Log on as Administrator
Desktop
. Command 2] View the Desktop Command Center | 7.1 - The Nform Desktop
File Center ——
Lock Application - Eseecure Nform from unauthorized .
Exit — Quit the Nform application —
Show Text Labels — Display text below Toolbar buttons —
e For Web pages: -
Go To > Back * Return to previous page
Go To > Forward 5y For Web pages: —
Forward * Move to next page
. For Web pages:
\(ll\',:“'/vi ate Go To > Home Hﬁ * Go to Home page —
g one http://www_liebert.com
tab only)
® For Web pages: .
Stop stop « Stop loading page
o For Web pages: .
Refresh Refresh * Update device data
Ootions . Change color for alarm status 13.7 - Change Colors
P (active, acknowledged, closed) Indicating Alarm Status
Silence ks Silence an alarm 13.3 - Silence the Default
Silence Beep
Events Change active alarm status to 13.5.1 - Acknowled
] e g .5. ge an
(Navigate | Acknowledge ack acknowledged Alarm
tab with -
alarms Comments @ Add comments to an alarm 13.6 - Add or View Alarm
displayed) S Comments
Delete i Remove a closed alarm from alarms 13.5.2 - Delete an Alarm
Delete listing
Help About — Check Nform version —
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7.2.5 Informational Icons in the Navigation Tree

The navigation tree’s informational icons change to indicate normal operation, active alarms, commu-
nications loss and other conditions of SNMP devices.

Eﬂpentomms Nform - *Met Event Manager (Admin|

File Wiew Alarms Help
| cBRD| ¥

Mavigate I Configurel

Ej OpenCornrms MNform Alarm Logging
=88 PowerSurelnteractive |

L% Event Histary

=-[) Server Room 2, Floor 1, West W
Ea GrT2U-critical server

% Event Histary

E|

Icon denotes
device with active
alarm

Data Processing Center Floar 1
-8 P StationGxT

A% Event History

| &3 MiniMate2-DP unit

/— LMy Event Histary

Icon denotes loss
of communication
with device

Table 5 summarizes the meaning of icons Nform employs to indicate the status of monitored and
managed SNMP devices.

Table 5 Informational icons - summary
Toolbar
Status button Meaning For more information
Floor plan and all components in -
@ normal status
Normal L
operation H SNMP device in normal status —
Event history - shows listing of .
il | -
J active and acknowledged alarms 13.0 - Managing Alarms
Problem in a Floor plan with at least one
component device E component device in alarm or 13.0 - Managing Alarms

communication loss status

Active . . .
alarm E Device in active alarm status 13.0 - Managing Alarms
I((:)(;r:munlcahon ﬁ No communication with device See Note below

NOTE

When Nform displays this icon , verify that your network cables are connected.
If further action is required, consult your SNMP card user manual.
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Nform Features

Table 6 lists the features available in Nform.
Table 6 Features available in Nform

Feature Nform 2.0
Desktop Command Center Yes
Centralized Event Logging Yes
Multi-User Yes
Authenticated Access Yes
Auto Logoff (Enhanced Security) Yes
System SiteScan Web Interface Yes
Features MultiLink Interface Yes

Windows NT 4.0 w/SP6 or higher, Windows 2000,

Supported Operating Systems Windows XP, Windows 2003 Server

License Packages Available in 30, 100 & 500 node increments
Floorplans Yes
Customized System Topologies Yes
Broad Device Support Yes
Auto Discovery of Network Devices Yes
Automatic Configuration Yes
Web Card Integration Yes
Configurable SNMP Device Views Yes
SNMP Device Configuration Yes
Device UPS Equipment Support
Management |7, Equipment Support All UPS, Environmental, Power Distribution and
Power Equipment Support Monitoring products that support an SNMP interface

DC Equipment Support

Open Architecture (Monitoring of

non-proprietary SNMP devices) Yes
Device Status Polling Yes
Real Time Monitoring Yes
E-Mail Notification Yes
Run External Program Capability Yes
File Write Yes
Play Sound Wave Yes
Play Default Beep Yes
Flash Application When Minimized Yes
Notifications —
Propagate Application to Foreground Yes
Remote Monitoring Yes
Shutdown Yes
SNMP Set Request(s) Yes
SNMP Get Request(s) Report Yes
SNMP Trap Forward Request(s) Yes
Acknowledge Alarms Yes
Comments to Alarm Yes
afg?gement Alarm Filtering by Device Yes
Time Zone Independent Yes
Alarm Helpful Text Yes
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8.0

GETTING STARTED WITH NFORM

8.1

8.2

8.3

After installing the software, you should change the default password for security purposes and enter
the license key so you can begin configuring devices for monitoring.

NOTE

R

firewall if enabled. Previous versions did not have this feature.

Saving Configuration Changes

The Nform software makes automatic adjustments to operate correctly with the computer’s

Some changes to Nform’s configuration are saved automatically; others will need to be saved before
they take effect. If these buttons & . appear on the toolbar and are illuminated (not grayed-out),

you must save changes in one of the following ways:

+ Click on the File menu at the top of the window, and then click on Save.

or
* Click the Save button & on the toolbar.
or

+ Right-click in the lower right side of the window, then click on Save in the pop-up menu.

Start Nform
To start the application:

*+ Click on the Start button, then on Programs, then on Liebert Nform (program folder), and

finally on Liebert Nform (application icon).

Connect to Server

The Server Link Status window opens, as shown at right,
allowing you to specify the server you wish to connect to.

* The Server IP box displays the IP address of a server
where Nform was installed. To connect to a different
server, enter the IP address or domain name in the

Server IP box. Dlomain | IP Address | Fort

* To make the server connection automatic each time you & Local 192168.0.15 442
start Nform, click to place a check mark (¢) in the
Automatically make connection to server check box.
The next time you start Nform, this window will not dl | L]
appear. This option is recommended if there is only one Status

server you will want Nform to connect to. You may
change this option later (see 9.8.1 - Alarm Service -
Configuration).

* Click on the Connect button to connect to the server
listed in the Server IP box. (Or click Exit to cancel.)

Log on as Administrator

After connecting to the server, Nform opens and displays a
blank screen, as shown at right. This remains until the
user logs on as either Administrator or Power User.

The Administrator user name permits full access for con-
figuring the software.

To log on as Administrator:

P Liebert Nform

FIIB e

Eozirbe Heale

| I —

[es | Serverlp

Part:

[192168.0.15
D

|3442

[ Automatically make connection to server

Connect

E Liebert Nform

File  Yiew Ewvents Help

SEVE

Deskian Eammand/Eenter EilHD |

~

ol
Al

BiEre st

E it

Addrass

+ Click on the File menu at the top of the window, then
click on Log On.

+ In the Login window, choose Administrator (the
default) in the User Name box.

* In the Password box, enter the default password,
liebert (all lowercase letters).

+ Click on the OK button.

Uzer Mame:

I.t’-‘«dministrat-:r

Pazzward:

[

xxxxxx

Cancel |
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8.4

Change the Administrator Password

The software has two users, Administrator and Power User. The Administrator has full access to con-
figuration and monitoring; the Power User has viewing privileges only. These user names cannot be
changed.

The default password for both users is liebert (all lowercase letters). Liebert recommends changing
the password for the Administrator for security purposes. The password is case-sensitive and may
consist of up to eight characters—any combination of letters, numbers or symbols.

To change the Administrator password:

* Log on as Administrator.
* Click on the Configure tab.

E= Liebert Nform - [Administrator) H=] E3
Eile Edit Help
%y bl X
Dezktop Save [Eance]

Mavigate Configure | Description

Q@Power Uszer

f;l Security Settings
" Local Users and Groups
L.{[0 Users

1 License Key Administration
7 Device Manager
7 Domain Management User Marne:

% Local and Server Motifications |Administrator

R

Pazsword:

e

Yerify Password:

Cancel

* In the left side of the window, click on Local Users and Groups, and then on Users.

* In the right side of the window, double-click on Administrator to open the Change Password
box.

* Enter the new password in the Password box. The password is case-sensitive and may be up to
eight characters long (any combination of letters, numbers and other characters).

+ Confirm the new password by re-entering it in the Verify Password box.

+ Click OK.

Follow the same procedure if you wish to change the Power User password. You must be logged on as
Administrator to change this password.

You may set up different views in the Navigate tab for each user. See 9.5 - Add Devices to Naviga-
tion Tree for details.
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8.5 Enter the Nform License Key

You must install the Nform license key from the sticker on the CD case before configuring Nform to

manage and monitor devices and inform users of conditions affecting SNMP devices.

+ If you purchased the Nform-Enterprise pre-bundled package, the primary license key allows for

five concurrent users and 100 devices to be monitored. The Enterprise package also includes an

Advanced Notification License and a MultiLink Network Shutdown License.

+ If you purchased the Nform software separately (the non-Enterprise version), the primary
license key allows for one workstation (local user) and 30 devices to be monitored.

Additional license keys are available from Liebert to add concurrent users (1, 5 or 10), devices (30,

100 or 500) or the Advanced Notification SNMP Get/Set Request features. Contact your local Lie-
bert representative or see Appendix C - Ordering Parts From Liebert for information.

Each additional license must be installed separately, as described in this section.

To install an Nform license key:

* Log on as Administrator.
+ Click on the Configure tab.

ELiebell Mtorm - [Administrator)

File Edit Help

Mavigate Configuie I

bl

SavE Delste Gancel

New —
button

D Security Settings
Local Users and Groups
License Key Administration

Nform
Add License Key

Liebert License Utility =]

In the boxes below, type your 24-character license key. You will find this numhber an
the sticker on the back ofvour CD case.

BiLiebert

Mform License Keys
25l Multilink Netwark Shutdown License
Device Manager

Dormain Managerment

T% Local and Server Motifications

<< Back |

Submit

[ oo |

+ In the left side of the window, double-click on License Key Administration, then click on

Nform License Keys.

* Click on the File menu at the top of the window, then click on New. (Or click the New button (2]

on the toolbar.) This opens the Liebert License Utility window. Click Next.

* Read the license agreement, and place a check mark in the box to accept the terms. Click Next.
* Enter the 24-character license key from the sticker on the CD case or the certificate provided by

Liebert, then click on Submit.

License Key Information

After installation, the license key number
appears in the right side of the window. If you
have installed more than one license key, the
primary license key appears first in the list.

* Double-click on the license key number in
the right side of the window to open an
information window, as shown at right.

* This window displays important details
about your license, including the license

P Liebert Nform - [Administrator)

File Edit Help

Desktop

il

Mew

bl

SavEl

[IElRtE

[Eance]

Navigate, Conigure |

f# Security Settings
Local Users and Groups
License Key Administration
Mform License Keys:
Zg] Multilink Network Shutdown License
Device Manager
Domain Management
t} Local and Server Motifications

Liebert Nform License Key Information

agreement, accessible by clicking on the
Issuer Statement button.

Your primary license key cannot be deleted,
but you may wish to remove a secondary
license key—for example, to move it to another
computer to monitor a different group of
devices. See 15.2.1 - Deleting Secondary
Nform License Keys for details.

License key
appears here

/
yLicense Key Certificate provides:
5 Supported Waorkstations
=

i

100 Managed Devices

Advance Notification Enabled

>

*Refer to the issuer's statement for details

Issue Date: 6-23-06 13:15:32

Issuer Statement

f
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8.6

Install the MultiLink Network Shutdown License (Optional)

If you purchased the MultiLink Network Shutdown License—either separately or as part of the
Nform-Enterprise pre-bundled package—two steps are needed to activate the MultiLink shutdown
features:

+ First, install the MultiLink Network Shutdown License as described in this section.

* Then configure MultiLink devices as described in 10.0 - Configuring MultiLink Devices.

( 2 NOTE
The Nform Enterprise CD contains the MultiLink Unlimited License:
cdDrive:\ MultiLink\ MLLKU\MLLKU.LICENSE

The MultiLink Network Shutdown License is available from Liebert. For more information, contact
your local Liebert representative or see Appendix C - Ordering Parts From Liebert.

To install the MultiLink Network Shutdown License:

* Log on as Administrator.
+ Click on the Configure tab.

Eliehell Mform - [Administrator)
File Edit Help
il bl »
i) 7 Mew Saye [elEte [Canee!
New Conli =
Navigale Conligie | SN =2q M ultilink License Install - Upgrade License [X]

button =5 Security Settings

Local Users and Groups This will install a new Multilink shutdown client license.
License Key Administration
@ penComme Nform License Keys Lisemsa 2

aEhultilink Network Shutdown Licenaz
R || Browss ~

Device Manager
Domain kanagement ™~ Browse

% Local and Server MNotifications button

[ nstall | Ciose |

*+ In the left side of the window, double-click on License Key Administration, then click on
MultiLink Network Shutdown License.

+ Click on the File menu at the top of the window, then click on New. (Or click the New button (2]
on the toolbar.) This opens the MultiLink License Install window. Click Next.

+ Enter the full path and file name of the MultiLink Network Shutdown License provided by
Liebert, or click the Browse button to locate the file. Then click on Install.

( 2 NOTE
Due to the design of the license, only one MultiLink Network Shutdown License can be added

to a system.
License Key Information B Licbrt Niorm - (Administratar] B
File Edit Help = =
After installation, the MultiLink Network B0 & e _ " kN etk Shutdzen & B

Desktop

Shutdown License appears in the right side hrras] e
of the window.

* Double-click on the MultiLiink Network
Shutdown License in the right side of the
window to open an information window,
as shown at right.

* This window displays important details
about your license, including the license
agreement, accessible by clicking on the
Issuer Statement button. Issue Date: ThuJun 22 13:22:05 EDT 2000

Multilink Lic
Zglulilink 1 Multi-client version - unlimited clients

=b Security Settings
Local Users and Groi

This License Key Certificate provides:

unlimited Multilink 1.5 Shutdown Clignts
=

Device Manager
Domain Management
ﬁ% Local and Server Mot

*Reterto the issuer's statement for details

To remove this license, see 15.2.2 - Deleting
the MultiLink Network Shutdown [
License.
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Set Up Security Settings

As a security precaution, you may enable a feature that locks the Nform application after a specified
amount of idle time following the Administrator logon. When this occurs, the application remains
locked until the user enters a password. This feature is intended to prevent unauthorized personnel
from using the Administrator’s workstation to alter Nform settings.

By default, this feature is disabled (False) with an idle time of 25 minutes.

Even when this feature is enabled, Nform will not log off the Administrator user when the Configure
tab is active.

To enable this security option:

* Log on as Administrator.
* Click on the Configure tab.

+ In the left side of the window, click on Security Settings, then on Local Policies, and finally on
Security Options. The right side of the window displays two options.

ELiehetl Mform - [Administrator) [_ (O] %]
File Edit Help
2 K A
Desklop Saye [Carce|

Mavigate Configure |

Description Yalue

f} Security Settings

E-E8 Local Palicies [ab] amaount of idls time required before log off in minutes 25
L0 Security Options Security Options
Local Users and Groups
License Key Administration
Dievice Manager Local Policy Setting
a} Darnain Management Autamatically log aff user when logon time expires
B Local and Server Motifications

True 'I

Falze |

4

Ok Cancel |

Enable (or Disable) Automatic Logoff

* Double-click on Automatically log off user when logon time expires to open the Security
Options window, shown above right.

* To enable the automatic logoff feature, select True from the drop-down list and click OK. (To dis-
able the feature, select False. With this option, no automatic logoff will occur.)

+ Click on the File menu at the top of the window, then click on Save. (Or click the Save button (&
on the toolbar.)

Change Amount of Idle Time Before Automatic Logoff

* To change the amount of idle time that must
elapse before the Administrator is logged off,
double-click on Amount of idle time
required before log off in minutes to open
the Security Options window, shown at right.

* Enter the desired idle time in minutes and |715
click OK.

+ Click on the File menu at the top of the win-
dow, and then click on Save. (Or click the
Save button £ on the toolbar.)

Security Options

Local Policy Setting

Amount of idle time required before log off in minutes

ak. Cancel
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9.0

CONFIGURING NFORM DEVICES

This section describes how to configure devices that will be monitored, add floor plans as visual aids,
set up the navigation tree and view or change settings for alarm, trap and SNMP services.

9.1 Global Settings

Nform allows you to configure default settings for selected options for the entire system—for example,
SNMP community names, ports used for traps and for Web communication and some Auto Discovery
features. These global settings prevent the need for entering the same information in multiple loca-
tions. Table 7 provides a list of these options with their default settings and notes about each.

Table 7 Global settings options
Option Default Notes
Della.y Response 900 Enter th_e dglay response time in miIIise_conds.
(Milliseconds) » Used in Timeout box (see 9.4.1 - Device Setup tab).
Must match the community string entered in the SNMP card (case-sensitive).
Read Community public |« Used in Community box (see 9.4.1 - Device Setup tab and 9.2.1 - Detect Devices
on the Network).
May be used for a device that has a secondary IP address and community string
Write Community private | configured for Read-Write or Set access.
* Used in Community Set box (see 9.4.1 - Device Setup tab).
Port used to connect to the Web. By default, the HTTP port is 80.
HTTP Port 80 |. Used in HTTP box (see 9.4.1 - Dovice Setup tab). P
Use Discovered Settings - T If True, settings from discovered devices will override global settings.
True or False fU® | . See 9.2 - Auto Discover Devices.
Configure Discovgred Device True If True, discovered_devices will pe automatically configured as managed devices.
As Managed Device » See 9.2 - Auto Discover Devices.
MultiLink Trap 162 Defines_port for receiving trgps. Note: Liebert recommend_s using port 162.
Listen Port » Used in SNMP Trap Service port (see 9.8.3 - Trap Service).
Telnet User Liebert The Tellnet user name peeded for Liebert devi.ces that support Telnet—uged yvhen
the setting for the Configured Discovered Device as Managed Device option is True.
Telnet Password Liebert | The Telnet password associated with the Telnet user name.
Maximum Data Rows In Enter the number of rows to be displayed in the desktop Earametric Data View—for
15 example, if the value is set to 10, the first 10 values are displayed.

Desktop Parametric View

» See 7.1.6 - Desktop - Parametric Data View.

To view or change any setting:
* Log on as Administrator and click on the Configure tab.

ELiehelt Mform - [Administrator]
File Edit Help

[_ O] x]

bl

Desklop Save

X

[Earice]

Global Settings

Navigate  Configure I

Description

| Walue

Global Policy Setting:

j‘l Security Settings
B Local Users and Groups
5 License Key Administration
& Device Manager
-8 SNMP Devices
B Kultilink Shutdown Clients
#2 Auto Discover Devicas
£ ¥ Glohal Settings
S Domain Management
% Local and Server Matifications

[ Delay Response (Milliseconds)

Read Community public
Write Community private
[28]Htp Part 80

USE Discovered Settings - True or False
Cunﬁgure Discovered Device As Managed Device
Mult\link Trap Listen Port

Telnet User

E"]Telnet Password

E"]Maximum Data Rowes In Desktop Parametric View 15

Sy Usze Dizgcovered Settings - True or False

False
False
162
Liebert

FrTTETT

(] 8 Cancel

2

+ In the left side of the window, click on Device Manager.
* In the right side of the window, double-click on Global Settings to display the options.
* To change the setting for an option:
* Double-click on any option to open the Global Settings window for that option. The example
above shows the Use Discovered Settings - True or False option.
* Enter the appropriate change and click OK.
+ Click on the File menu at the top of the window, and then click on Save.

(Instead, you may click the Save button £

on the toolbar.)
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9.2

9.21

Auto Discover Devices

The Auto Discovery feature speeds up configuration with automatic detection of devices within a
range of IP addresses on the network.

This section provides instructions on using the Auto Discovery feature:

* 9.2.1 - Detect Devices on the Network

+ 9.2.2 - Add Discovered Devices to the Configuration
+ 9.2.3 - Export a Text File of Discovered Devices

* 9.2.4 - Import Devices Into Nform

Detect Devices on the Network

To detect devices with Auto Discovery:

* Log on as Administrator and click on the Configure tab.

Enter range of IP addresses Right Arrow >> button

ELiehetl Mform - [Administrator)

File Edit Help

el A

Desktop Saye [Carce|

Mavigate Configure | Demand-Based Device Discovery% K

5 | 5 IP Ranges For Autodiscover |

2 Security Settings [Stamng%\ddre.ss-192.158.0.125 Ehd Address: [152.158.0.130] ) | 192.1533.10-192.163.0.20

sz Local Users and G Community : [ iebherE M Discovery Status

G License Key Admir S T — | < |

5 Device Manager e .

B SNMP Devices Delay Fesponse Jonp (Milliseconds) Discover Now |

B

B rultilink Shutde \
- Auto Discover C Device Type | Device Name | IP Address \ | Cormmunity
& Global Settings

Dormain Managerne
Local and Server M

o] L |'x]

Export |\ Import Ldd o Managed Device st |

\ /

\
Discover Now button

* In the left side of the window, click on Device Manager.

* In the right side of the window, double-click on Auto Discover Devices to display the Demand-
Based Device Discovery window, shown above.

+ Enter a range of IP addresses to be polled:

* In the Starting Address box, enter the lower end of the range —198.162.0.125, for example.
*+ Click in the End Address box to enter the upper end of the range—198.162.0.130, for example.
This box is automatically filled with the first part of the IP address (e.g., 192.168.0).
* Click the Right Arrow button _* | to move the addresses to the IP Ranges For Autodiscovery
box at right.

+ If needed, enter additional ranges of IP addresses. For each range, enter the lower and upper ends
of the IP address range, then click the Right Arrow button.

* Click the Discover Now button to start the Auto Discovery process. The Discovery Status box
shows a progress bar during the process. Discovered devices appear in the lower portion of the
window as they are detected.

* When polling is finished, the Discovery Status box displays the message 100% - Discovery com-
plete.

* To add the newly discovered devices to the Nform configuration, proceed to the next section,
9.2.2 - Add Discovered Devices to the Configuration.

* To create a text file with the list of discovered devices, see 9.2.3 - Export a Text File of Dis-

covered Devices.
* To import devices from a text file, see 9.2.4 - Import Devices Into Nform.
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9.2.2 Add Discovered Devices to the Configuration

After using Auto Discovery to detect devices (described in 9.2.1 - Detect Devices on the Network)
or importing devices from a text file (9.2.4 - Import Devices Into Nform), you must move the dis-
covered devices to the Nform configuration.

To do this:

+ If needed, open the Demand-Based Device Discovery window.

(To do this, log on as Administrator and click on the Configure tab. In the left side of the window,
click on Device Manager. In the right side of the window, double-click on Auto Discover

Devices.)
ELiehetl Mform - [Administrator) [_ (O] %]
File Edit Help
‘ A
Desktop Saye [Carce|
MNavigate Configure | Demand-Based Device Discovery
- - Starting Add I~ End Add - l— IP Ranges For Autodiscover |
£ Security Settings eiiante ! o i | 192.168.0.10 - 192.168.0.20
K2 Local Users and G Community L isbhertE Discovery Status 192,168.0,125 - 192.163.0.130
G License Key Admir ] T E— 0o ery Complete b |
& Device Manager e .
B8 SNMP Devices Delay Fesponse Jonp (Milliseconds) Discaver Maw |

B rultilink Shutde
2 Auta Discover C i Device Mame IP Address
----- & Global Settings
b Domain Manageme A LiebertEm
B Local and Server M

N | I

\ Export Import | Add To Managed Device List |

[
1 /
Use_a check mark to select Add To Managed Device List
devices to add

4

* The list of discovered devices appears in the lower portion of the window. Click to place a check
mark (¢) in the check box to the left of any devices to be added.

* Click the Add To Managed Device List button to add the selected devices to the Nform. A con-
firmation message appears, and the devices disappear from the list in this window.

+ To view or modify any configuration settings for these devices, refer to the following sections:
+ 9.4.1 - Device Setup tab
* 9.4.2 - Views tab
* 9.4.3 - Alarms tab
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9.2.3 Export a Text File of Discovered Devices

After using Auto Discovery to detect devices on the network, you may save the list of discovered
devices as a comma-delimited text file. That file may be viewed or edited with a text editor, and it may

be imported into any Nform configuration.

+ If needed, open the Demand-Based Device Discovery window.

(To do this, log on as Administrator and click on the Configure tab. In the left side of the window,
click on Device Manager. In the right side of the window, double-click on Auto Discover

Devices.)

ELiehetl Mform - [Administrator)
File Edit Help
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2 W X

Desktop Saye [Carce|

MNavigate Configure | Demand-Based Device Discovery
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& Device Manager e il i
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?_J Auto Discover C i Device Mame IP Address
& Global Settings
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] | Joi
\ ; Export Import Add To Managed Device List |
\ / Z
i /
Use a check mark to select
Export

devices to export

* The list of discovered devices appears in the lower portion of the window. Click to place a check

mark (¢) in the check box to the left of any devices to be saved in the text file.

* Click the Export button to open the Save As
window, shown at right.

* The default location for the file is the program
folder where Nform was installed. Choose a dif-
ferent location if desired.

* Enter a name for the file in the File Name box.
The file name will have the extension “.esv” to
designate a comma-delimited text file.

* Click the Save button to export the file.

* This creates a comma-delimited text file that
may be opened with any text editor or spread-
sheet program. The file has the headings
Device Type, Device Name, IP Address and
Community, as shown in the example in

Save As

Savein | 3 Niom

[21x]
= o+ ® ek E-
|)data
File name: ] | save |
Saveastype: | TSV Files [nosv) =l Cancel |

Table 8.

Table 8 Example of exported comma-delimited text file

Device Type,Device Name,IP Address,Community
Liebert UPStation GXT/2U Web,GXT2U,192.168.0.125,LiebertEM

Liebert UPStation GXT/2U Web,GXT2U-130,192.168.0.130,LiebertEM
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9.2.4 Import Devices Into Nform

The Import feature provides a quick way to add devices to the Nform configuration from a text file.
The file must have the correct format: a standard comma-delimited text file with the headings
Device Type, Device Name, IP Address and Community, as shown in the example in Table 9.

Table 9 Example of comma-delimited text file

Device Type,Device Name,IP Address,Community
Liebert UPStation GXT/2U Web,GXT2U,192.168.0.125,LiebertEM
Liebert UPStation GXT/2U Web,GXT2U-130,192.168.0.130,LiebertEM

To import a device list from a text file:

+ If needed, open the Demand-Based Device Discovery window.

(To do this, log on as Administrator and click on the Configure tab. In the left side of the window,

click on Device Manager. In the right side of the window, double-click on Auto Discover

Devices.)
ELiehetl Mform - [Administrator) [_ O] =]
File Edit Help
2 | A
Desklop Saye [Carce|
Mavigate Configure | Demand-Based Device Discovery
i | - IP Ranges For Autodiscover |
2 Security Settings Starting Address End Address: I 5y | 55
iz Local Users and G Community : [ iebherE M Discovery Status
- License Key Admir S T — | < |
5 Device Manager e .
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B rultilink Shutde
2 Auta Discover C Device Type | Device Name | IP Address | Comrnunity
& Global Settings
b Domain Manageme
B Local and Server M

o] L |'x]
Epot |, Impor A T ez Deyiee Lish |
/'/ /
Import,
+ Click the Import button to display the Open . =
window, shown at right. L Em 1 Fmeo

* The default location is the program folder where
Nform was installed. Choose a different location
if needed.

+ Select the file or enter the name in the File
Name box. The window displays only comma-
delimited text files (with the extension “.csv”). o

+ Click the Open button to import the file. A mes-

sage indicates whether the import was success-
ful.

data
autoDiscoverDecld.csv

ty Documents

My Computer

. . . File narme: j Dpen
Note: Devices already in the Nform configura- S = —

tion will not be imported.

™ Open as read-only

* When the process is complete, discovered devices
appear in the lower portion of the Demand-Based Device Discovery window.

* To add the imported devices to the Nform configuration, refer to 9.2.2 - Add Discovered
Devices to the Configuration.
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9.3 Add a Device

Devices may be added to the Nform configuration using the Auto Discovery feature (see 9.2 - Auto
Discover Devices), imported from a text file (see 9.2.4 - Import Devices Into Nform) or manually,
as described in this section.

To add a device:

* Log on as Administrator and click on the Configure tab.
+ In the left side of the window, click on Device Manager, then on SNMP Devices.

+ Click on the File menu at the top of the window, then click on New. (Or click the New button (2]
on the toolbar.) This opens the Add SNMP Device window, as shown below.
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+ Name: Choose a descriptive name for the device—for example, Liebert GXT2U-1. This name will
appear in the navigation tree that displays monitored devices.

* IP Address: Enter the device’s IP address, available from the System Administrator.

+ HTML Supported: If the device has an SNMP card that supports a Web interface, place a check
mark in this box. This feature allows you to view SNMP queries via a Web browser.

* Device Type: Click on the appropriate button—Air, UPS, Power or Other—to display a list of
supported devices, and then click on the name of the device from the displayed list.

+ Click Create. This opens the SNMP Devices window, as shown in 9.4 - Set Up the Device.
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9.4

9.4.1

Device Setup

tab

Set Up the Device
The SNMP Devices window has three tabs:

* The Device Setup tab allow you to enter a community string and timeout value.
* The Views tab lets you determine which informational items appear in the Navigate tab.

The Alarms tab allows you to set up alarms and corresponding actions.

Device Setup tab

The window opens with the Device Setup tab selected, as shown below.

Allow Nform
To Manage

= SHMP Devices E

Device Setup | Wigws | Alarms |

Mame:
ILiebert GHT2U-1

IP Address: HTTF:
|192.16EI.D.125 I 20
Community : Community Set:
Ipublic Iprivate
Timeout(zec): HTML Supported:

Allow Mform To Manage oK | Cancel |

Shaded boxes do not require entry; they simply display information—name, IP address, HTML sup-
port—entered when the device was added, as described in the previous section, 9.3 - Add a Device.

By default, the HTTP port is 80. If desired, enter a different number in the HTTP box.

Enter a community string in the Community box. The community string entered in this box must
match the community string entered in the SNMP card. The community string is case-sensitive.
The Community Set box can be used to configure the community string for a device that has a sec-
ondary IP address and community string configured for Read-Write or Set access. In most cases,
the value configured in the Community Set box will be the same as the value in the Community
box, which is the Read-Only setting.

The Timeout box designates the number of seconds for a device to respond to an SNMP query. The
default value is 1 second; Liebert suggests this value is appropriate in most cases. (If you receive
an excessive number of timeout error messages, you might consider increasing the time.)

Click Allow Nform To Manage to have Nform configure the device to be managed. The Nform
server will open a communications session and add itself as an SNMP manager for the device.
This button is available in all three tabs of the SNMP Devices window.

Click OK.
A message window asks if you want to add this device to the navigation tree.
+ Click Yes if you wish to add the device to the navigation tree now. Then proceed to 9.5 - Add
Devices to Navigation Tree.
+ To continue configuring this device, click the Views tab and proceed to 9.4.2 - Views tab, or
click No to add another device.

( 2 NOTE
If you are configuring several SNMP devices, it may be more convenient to wait until you are

finished before adding them to the navigation tree. Click No for all devices except the last one.
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9.4.2 Views tab

The Views tab displays the types of data that can be retrieved from an SNMP device and displayed in the
Navigate tab as the Filtered View—for example, the type of device, model number and device status.

Liebert supplies a template for each SNMP device, containing data points applicable to that device.
(See Appendix B - Data Monitored by Nform for examples.)

For non-HTML devices, you may select items to be displayed in the Navigate tab. You may also
change the name of any item in the list to better suit your operation. Doing so will not change the
function of the item, but merely the descriptive text.

( : NOTE
The Views tab permits the user to select data to be displayed for non-HTML devices in the
Navigate tab. All HTML devices will present the Web page to the user. Changes made in this
window will not affect the data displayed by the Web page.

To select an item or change its name:

* Log on as Administrator and click on the Configure tab.
+ In the left side of the window, click on Device Manager, then on SNMP Devices.
¢ In the right side of the window, double-click on the name of a device.
* In the SNMP Devices window, click on the Views tab, as shown below.
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+ A check mark (V) appears to the left of each item selected for viewing. Click in the check box to

remove a check mark; click again to place a check mark in the box.

* To change the name of an item, click on the name—for example, Battery Voltage—and then press
the Enter key. The selected text will be highlighted and editable. (As an alternative, you may
make the text editable with a standard Windows renaming method: click on an item, wait a short
time and click on the item again.)

* Type the new name—for example, Voltage—and press the Enter key.

+ Click Allow Nform To Manage to have Nform configure the device to be managed. The Nform
server will open a communications session and add itself as an SNMP manager for the device.

+ To continue configuring this device, click the Alarms tab and proceed to 9.4.3 - Alarms tab, or
click OK to return to the Configure tab. If this device has not been added to the navigation tree,
a message window asks whether you want to do so.

( : NOTE
If you are configuring several SNMP devices, it may be more convenient to wait until the last
device is configured before adding them to the navigation tree.
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9.4.3 Alarms tab

The Alarms tab allows you to link actions, such as sending an e-mail, to specific alarms—this is
described later in 11.2.4 - Assign Actions to Alarms.

Liebert supplies a template for each SNMP device, containing the types of alarms applicable to that

device. (See Appendix B - Data Monitored by Nform for examples.)

You may also change the name of an alarm to better mesh with your system or procedures. This does
not change the function of the item, but merely the descriptive text. To do this:

* Log on as Administrator and click on the Configure tab.

* In the left side of the window, click on Device Manager, then on SNMP Devices.

* In the right side of the window, double-click on the name of a device.
In the SNMP Devices window, click on the Alarms tab, as shown below.
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Click on an item—for example, Output Overload—and then press the Enter key. The selected text
will be highlighted and editable.

(An alternative way to make the text editable is with a standard Windows renaming method: click
on an item, wait a short time and click on the item again.)

Type the new name—for example, Output Overload Alarm—and press the Enter key.

If desired, double-click on any alarm to assign actions to it. See 11.2 - Server Notifications for
details.

Click Allow Nform To Manage to have Nform configure the device to be managed. The Nform
server will open a communications session and add itself as an SNMP manager for the device.

Click OK to return to the Configure tab.

If this device has not been added to the navigation tree, a message window asks whether you
want to do so.

* Click Yes if you wish to add the device to the navigation tree now. Then proceed to 9.5 - Add
Devices to Navigation Tree.

* Click No if you want to add another device.
NOTE

If you are configuring several SNMP devices, it may be more convenient to wait until you are
finished before adding them to the navigation tree. Click No for all devices except the last one.
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9.5 Add Devices to Navigation Tree

The Navigation tree window allows you to designate which managed devices will be monitored and
appear on the Navigate tab. You may set up different views for the Administrator and Power User.
This window opens if you clicked Yes in the final step described in 9.4.1 - Device Setup tab.
Another way to open this window 1is:

* Log on as Administrator and click on the Configure tab.

+ In the left side of the window, click on Domain Management

+ In the right side of the window, double-click on Local Domain, then on Site Navigation
Builder.

+ Click on Administrator View to set up the view for the Administrator (or click on Power User
View to set up devices for a Power User).

All new devices appear in the Unmonitored Managed Devices portion in the lower right corner.
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To add a device to the tree:

* Use drag-and-drop:
* Click on a device and drag it to the Monitored Managed Devices pane.

* Release the mouse button when the location where the device belongs is highlighted. If no

location is highlighted, the device will be placed under the highest level in the tree—Desktop
Command Center in the example above.

or
* Use the arrow keys in the center of the window:

* In the Monitored Managed Devices pane at left, choose a location in the tree where the device
belongs—for example, Desktop Command Center.

* Then select the device in the Unmonitored Managed Devices pane at right.
* Click on the Left Arrow key in the center of the window.

Only one device may be moved at a time.

Devices may be moved back to the Unmonitored Managed Devices pane by using drag-and-drop or
highlighting a device and then clicking on the Right Arrow key in the center of the window.

+ Click OK to save changes and return to the Configure tab. (To close the window without saving
any changes, click on Cancel.)
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9.6 Add Floor Plans to Show Device Location

Floor plans may be added to Nform’s navigation tree as visual reminders
of where devices are located, as in the example shown at right.

Users may design these floor plans or contact Liebert for custom-built
plans. Floor plans must be in HTML format and placed in the Floorplans
folder as described in this section.

To make floor plans accessible to Nform client workstations, install the

Nfinity UPS #1

L Air Unit #1

1st Floor Computer Room

floor plans either on a shared network drive or on each client workstation.

NOTE

R

Floor plans cannot display device status. These graphics are intended merely to display HTML

pages that may contain hyperlinks to Web devices or other Web pages.

To add a floor plan:
*+ Create a floor plan in HTML format.

+ Copy the floor plan—the HTML file and any associated graphic files—into the Floorplans folder,

which is in the Data folder within the Nform application folder.

For example, if the Nform application is located on the C drive, the full path would be

C:\Program Files\Nform\Data\Floorplans.

q NOTE

For multi-user systems, the floorplans directory should be manually copied to every client. For

security purposes, the system will not automatically update the clients.

* Log on as Administrator and click on the Configure tab.
In the left side of the window, click on Domain Management

+ In the right side of the window, double-click on Local Domain and then on Floorplans.

Click on the File menu at the top of the window, then click on New.
(Instead, you may click on the New button | Z on the toolbar.)

* This opens the Floorplans window, as shown below.
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* In the Name box, enter a descriptive name for the floor plan—for example, 1st Floor Computer

Room.

+ Select the HTML file from the Graphics drop-down list. A preview appears in the window.

+ Click OK. The descriptive name appears in the right pane.
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9.7 Add Floor Plans to Navigation Tree

After adding floor plans to Nform, you must also place them in the navigation tree. Managed devices
can be placed under the appropriate floor plan to help the System Administrator pinpoint SNMP
devices for troubleshooting.

* In the left side of the window, click on Domain Management

* In the right side of the window, double-click on Local Domain, then on Site Navigation
Builder, and finally on Administrator View to set up the view for the Administrator (or click
on Power User View to set up devices for a Power User).

+ This opens the Site Navigation Builder window, as shown below right. All floor plans that have
not been moved to the navigation tree appear in the Floorplans portion in the upper right corner.
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To move a floor plan to the navigation tree:

+ Use drag-and-drop:
* Drag the floor plan to the Monitored Managed Devices pane.

+ Release the mouse button when the location where the device belongs is highlighted. If no
location is highlighted, the floor plan will be placed under the highest level in the tree—Desk-
top Command Center in the example above.

or
* Use the arrow keys in the center of the window:

+ In the Monitored Managed Devices pane at left, choose a location in the tree where the floor
plan belongs—for example, Desktop Command Center.

* Then select the floor plan in the Unmonitored Managed Devices pane at right.
+ Click on the Left Arrow key in the center of the window.

Only one floor plan may be moved at a time.

Plans may be moved back to the Floorplans pane by using drag-and-drop or by highlighting a floor
plan and then clicking on the Right Arrow key in the center of the window.

+ To associate a device with a floor plan, click on the device and drag it to the floor plan.
In the example above, the Liebert GXT2U-2 is in the 3rd Floor Computer Room. Another device in
the example—Liebert GXT2U-1—is not associated with any floor plan.

+ Click OK to save changes and return to the Configure tab. (To close the window without saving
any changes, click on Cancel.)
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9.8
9.8.1

Services and Applications

Alarm Service - Configuration

Nform has seven alarm service options that may be configured, as shown in Table 10. Liebert recom-
mends keeping the default values for Options 1, 2 and 3.

Table 10  Alarm service options
Option Default Notes
. Server where Enter the IP address of the workstation where alarms are
1. Alarm service IP address

Nform was installed

reported.

connection

2. TCP port used for client

Port where
Nform was installed

Enter the number of the port used to connect the SNMP
device and the workstation specified in Option 1.

3. Location of data

Nform\Data where
Nform was installed

Specifies where to store Nform data—for example, floor
plans, device definitions and logs.

4. Maximum number of 500

When the maximum is reached, a new record is added at the
records for alarm service (up to 5,000 allowed)

beginning of the log; the oldest record is deleted from the end.

Change to True (automatically connect) if you want to

5. Automatically connect to

server when client loads False connect to the same server each time you start Nform.
6. Load the Nform client when False Change to True (load on alarm) for the Nform application to
a new alarm is received start automatically whenever an alarm is received.
Change to True (auto-archive) to save deleted alarm
7. Automatically Archive False records in a file called Events.naf—records will be archived

Deleted Alarms as they are deleted from the log when the maximum is

reached (see Option 4 above).

To view or change any option:

* Log on as Administrator and click on the Configure tab.
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* In the left side of the window, click on Domain Management.
* In the right side of the window, double-click on Local Domain, Services and Applications,
Alarm Service and finally Configuration to display the options.
* To change the setting for an option:
+ Double-click on any option to open the Alarm Service window for that option. The example
above shows the Automatically connect to server when client loads option.
* Enter the appropriate change and click OK.

* Click on the File menu at the top of the window, and then click on Save.
(Instead, you may click the Save button % on the toolbar.)

A message window advises that the change may not take effect until after the computer is
restarted. Click OK.
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9.8.2 Alarm Service - Event Alarms
The Alarm Service has event alarms, listed in Table 11, that you may map to any configured action—
for example, an e-mail action or a file write action.
Table 11  Event alarms
Event alarm Description
Comm Check Successful For use by Liebert Global Services to check Nform’s alarm processing

Managed Device Not Responding | These event alarms are recorded only when SNMP Agent Polling is
Managed Device Return to Normal | enabled (see 9.8.4 - SNMP Service).

Managed Device Alarms Present Each represents a result when a managed device is polled.

To view or change the event assignments for any event alarm:

* Log on as Administrator and click on the Configure tab.

Al Service Event Alame_Event Assiarmen
File Edit Help
= Managed Device Alarms Present
<)
Desktop SEve [Bancel
Selected:
Navgie. Confgae | Alarm Description [Mapp( [Soton Nama Acfion Typs Execule Typs
= Security Settings g—CUmm Check Successful Critical Alaims
:Managed Device Alarms Present |Critic | [J Network BroadCast Command Eoth
Lacal Users and Groups
License Key Admlmst':atlun g:Mamaged Device Mot Responding =Nety | O] alam Cleared Ermail Both I~ When the
I8! Device Manager - Managed Device Return to Normal - @alar IT NMS Trap Forward Fequest Both selected
a} Domain Managernent action is
=3 Lacal Domain
*-[8) Floorplans executed
R, Site Navigation Builder /
=% Senices and Applications
E% Alarrn Service
. - Configuration
L Eyent Alarms:
Al Trap Service S elacted fition Properties
4 SNMP Serice
B% Local and Server Motifications Action N ame: B Tige
IEntlcaI Alarrs
@ Both
aatinilbng  Aictive Only
7 IF\Ie wirite:
/ " Cleared Only
7/
Check mark assigns
action to event alarm Ok | Cancel |

* In the left side of the window, click on Domain Management.
* In the right side of the window, double-click on Local Domain, Services and Applications,
Alarm Service and finally Event Alarms to display the alarm descriptions.

* Double-click on any event alarm to open the Event Assignments window, which displays all
actions that have been created.

* To link an action to the selected alarm, click to place a check mark to the left of the Action Name.

+ By default, selected actions are executed both when an alarm is received and when it is cleared.
To change this setting, highlight an action and choose a setting in the Execute Type box:

* Both (default) - Action is executed both when an alarm condition occurs and when it is cleared.
+ Active Only - Action is executed only when an alarm condition occurs.
* Cleared Only - Action is executed only when an alarm condition is cleared.

* When all actions are configured, click OK in the Event Assignments window.

+ Configured actions appear in the Mapped Actions column

. . . . Mapped Actions
in the Event Alarms window, shown at right, with the PP
first character signifying the type of action:
B - Alarm Description Mapped Actions
Symbol Demgnates. D camm Check Successful
@ an E-Mail action .U&Managed Device Not Respording | =Metwork BroadCast
- - - .U&Managed Device Return to Mormall @Email, %IT NMS
| a File Write action .U&Managed Device Alarms Present | |Critical alarms
> a Run External Program action
% a Trap Forward Request action

(Some actions may be hidden from view because of space restrictions. They can be revealed by
double-clicking on an alarm to open the Event Assignments window.)

+ Click on the File menu at the top of the window, and then click on Save. (Instead, you may click
the Save button [ on the toolbar.) Click OK.
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9.8.3

Trap Service

The Trap Service is responsible for receiving and processing alarm notifications, or traps, from man-
aged devices. Diagnostic features in this service can be used to troubleshoot network communication
problems between Nform and SNMP devices.

The trap service has two options:

* The trap port—by default, this is 162.
* A diagnostic testing mode—by default, this feature is disabled.

Note: Use the diagnostic mode with caution. Diagnostic testing mode should be enabled only at
the request of a Liebert application support or field engineer. When enabled, this feature records
all received traps in a file called snmp.txt. This file is not managed and therefore can become very
large and cause the computer to crash.

Liebert recommends keeping the default values for these options.
To view or change either option:

* Log on as Administrator.
*+ Click on the Configure tab.

ELiehetl Mform - [Administrator) [_ (O] %]
File Edit Help
2 K A
Desklop Saye [Carce|
Mavigate  Configure | Description Yalue
ﬁ' Security Settings SNMP Trap service port 162

Local Users and Groups [2]Turn on diagnostic testing for Trap service False

License Key Administration
Device Manager
a; Darmain Managerment
=0 B roans
Site Mavigation Builder
-9 Serices and Applications Local Policy Setting
*{m Alarm Service Turn on diaghostic testing for Trap service
E{m Trap Service

-4l SNMP Senice
E'E Local and Server Motifications

[ ak. | Cancel |

+ In the left side of the window, click on Domain Management.
* In the right side of the window, double-click on Local Domain, Services and Applications,
Trap Service and finally Configuration to display the options.
* To change the setting for an option:
* Double-click on any option to open the Trap Service window for that option. The example
above shows the Turn on diagnostic testing for Trap service option.
+ Enter the appropriate change and click OK.
+ Click on the File menu at the top of the window, and then click on Save.
(Instead, you may click the Save button % on the toolbar.)

* A message window advises that the change may not take effect until after the computer is
restarted. Click OK.
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9.8.4 SNMP Service

Nform has SNMP Service features for polling devices and testing Nform’s handling of traps, as listed
in Table 12.

+ SNMP Agent Polling allows you to set up Nform to poll devices for their status at a specified
interval. By default, this feature is disabled (False) with a time interval of 1 minute.
When this feature is enabled, the icons in the Navigate tab indicate the status of each device
(see 7.2.5 - Informational Icons in the Navigation Tree): if any alarms are present, the status
is normal or the polled agent is not responding. (If there is no communication with a device, its
icon in the Navigate tab bears a large red X M—When Nform displays this icon, verify that your
network cables are connected. If further action is required, consult the SNMP card user manual.)
SNMP Comm Check allows you to verify that Nform is correctly receiving and processing traps.
By default, this feature is disabled (False), starting each day at 2200 (10 p.m., military time).
When this is enabled, Nform sends an SNMP Comm Check Trap to the SNMP Trap Service.

Table 12 SNMP service options

Option Default Notes
. True activates polling of device status at regular intervals. Note: If this
SNMP Agent Polling True is set to False, the device count will not appear in the Desktop view.
SNMP Agent Polling Interval* | 1 minute | Enter a time interval (number of minutes) between pollings.
First 30 5 minutes
* RECOMMENDED SETTINGS devices: | (increase by 1 minute for each additional 30 devices)

for SNMP Agent Polling Interval First 500 1 15 minutes

based ber of devi

(based on number of devices) devices: | (increase by 15 minutes for each additional 500 devices)
SNMP Comm Check False Change to True to send a test trap to the SNMP Trap Service.
SNMP Comm Check 2200 In military time (24-hour clock format), enter the time to send test traps
Execute Time (10 p.m.) | each day—e.g., 800 for 8 a.m., 1400 for 2 p.m., 2200 for 10 p.m.

To view or change any option:

* Log on as Administrator and click on the Configure tab.

ELiehell Nform - [Administrator)

1S [=1 E3
File  Edit Help
Desktop Save [Carizel
Mavigate Configure | Descrption I e |
3 Security Settings [ab] 5P Agent Polling False
Local Users and Groups SNMF' Agent Polling Interval 1 [ [x]
License Key Administration SNMP (GaTEG (8 =5 False
58 Device Manager SMVP Comm Check Execute Time 2200
5 Domain Management Local Palicy Setting
2B Local Domain SMHMP &gent Polling
@ Flaorplans
R, Site Navigation Builder IFaIse vl
8 Senices and Applications
=4 Alarm Senice 1

-4 Trap Serice

=& SNMP Senice
EER ] onfiguration

5 Local and Server Motifications

()3 Cancel

v
+ In the left side of the window, click on Domain Management.

* In the right side of the window, double-click on Local Domain, Services and Applications,
SNMP Service and finally Configuration to display the options.

* To change the setting for an option:

* Double-click on any option to open the Configuration window for that option. The example
above shows the SNMP Agent Polling option.

+ Enter the appropriate change and click OK.

* Click on the File menu at the top of the window, and then click on Save.
(Or click the Save button £ on the toolbar.)

+ A message window advises that the change will not take effect until after the service is
restarted. Click OK.
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10.0 CONFIGURING MULTILINK DEVICES

10.1

This section describes how to configure MultiLink 1.5 clients to receive shutdown notifications from
Nform.

Requirements to Use MultiLink Features

There are three requirements to use this feature:

1.

A MultiLink Network Shutdown License

The MultiLink Network Shutdown License must be installed before configuration. For detailed
instructions, see 8.6 - Install the MultiLink Network Shutdown License (Optional).

For information on obtaining a MultiLink Network Shutdown License, see Table 20.

Liebert MultiLink 1.5 Software

You must install MultiLink 1.5 on each client computer you wish to use with Nform. The
MultiLink 1.5 software is provided on the Nform CD.

You may also download it free from the Liebert Web site (http:/multilink.liebert.com). Visit
the Web site or contact your local Liebert representative, value-added reseller or distributor for
information.

The MultiLink 1.5 User Manual

You will need to refer to the MultiLink 1.5 user manual for important details on connecting and
configuring MultiLink devices.

The user manual is downloadable from the Liebert Web site (http:/multilink.liebert.com).

Setting up MultiLink clients in Nform entails two steps:

Adding each MultiLink 1.5 client to Nform  (see 10.2 - Add a MultiLink Client)

Configuring Nform to send notification traps (see 10.3 - Set Up a MultiLink Notify Action)
to selected clients when an alarm is received
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10.2 Add a MultiLink Client

Before adding and setting up MultiLink clients for notifications, the MultiLink Network Shutdown
License must be installed in the Nform system and MultiLink 1.5 Client software must be installed
on all workstations and servers that require orderly shutdown, as described in 10.1 - Requirements

to Use MultiLink Features.

The next step is to add each workstation running MultiLink 1.5 Client software to the Nform system.

To add a device:

* Log on as Administrator and click on the Configure tab.
* In the left side of the window, click on Device Manager.
¢ In the right side of the window, double-click on MultiLink Shutdown Clients.

+ Click on the File menu at the top of the window, then click on New. (Or click the New button (2]
on the toolbar.) This opens the MultiLink Shutdown Client window, shown below right.

ELiehetl Mform - [Administrator)

File Edit Help
2 [ ] b
Desklop Mew Saye [elete [Carce|

Mavigate Configure |

b Security Settings
K2 Local Users and Groups
5] License Key Administratian
&g Device Manager
28 SNMP Devices
Multilink Shutdown Clients
Auto Discover Devices
& Global Settings
S Domain Management
E'E Local and Server Motifications /

Device Mame

| Licenze Status:Multilink Shutdown CliepE[0/unlimited)

Enter a
descriptive
name

Enter IP address
or domain name

O Multilink Shutdown Client [ ]
Device Type:

IMuItiIink Basic Matification Source j

Device MName:

— Type-specific properties

Hostname or IP address: |

SMNMP Cornrunity Stri

" |LiebertEM

0K |

Cancel |

* The Device Type box displays MultiLink Basic Notification Source. This cannot be changed.
+ In the Device Name box, enter a descriptive name for the client computer.
* In the Hostname or IP Address, enter the client computer’s IP address or hostname, available

from the System Administrator.

* The default SNMP Community String is LiebertEM (case-sensitive).

* The SNMP Trap Listen Port designates the port used for communicating events (traps). The two
options available in the drop-down list are:

+ 3029 (Private InterNic-assigned trap port)—the default setting

+ 162 (Standard SNMP Trap port)

* The SNMP Send Request Port displays the port corresponding to the listen port selected:

SNMP Trap Listen Port

SNMP Send Request Port

MultiLink

3029

3027

Standard SNMP Protocol

162

161

+ If desired, enter text in the Description box to help identify the device.
* Click OK. This saves the MultiLink Client device information.
+ Continue adding MultiLink 1.5 Client workstations, then proceed to 10.3 - Set Up a MultiLink

Notify Action.
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10.3 Set Up a MultiLink Notify Action

After adding MultiLink 1.5 client computers to Nform, you may configure Nform to send notification
traps to selected clients when an alarm is received. Three types of traps may be sent:
* Warning Shutdown (On Battery)
* Critical Shutdown (Low Battery)
+ Cancel Shutdown (Return to Normal)
To set up a MultiLink Notify action:
* Log on as Administrator and click on the Configure tab.
* In the left side of the window, click on Local and Server Notifications.
* In the right side of the window, double-click on Server Notifications, then on Shutdown
MultiLink Clients.
* In the File menu, click on New. (Or click the New button [2] on the toolbar.) This opens the
MultiLink Notify Action Setup window, shown below right.

Ele Edt Help
bl

]
SayE

Desktop | New

77 Mulitlink Notify Action Setup

Mullilink Notify Action Setup |

Delete  Carcel

- Shutdown Notification

Navigate, Conigure |

f# Security Settings

Local Users and Groups
License Key Administration
Device Manager

Domain Management

t} Local and Server Notifications
{23 Local Natification Palicy

Description;

Multlink 1.5 Clients:

& Waming Shutdawn [On Battery)
£ Ciitical Shutdown [Low Battery)
£ Cancel Shutdown [etum ta Mormal)

Selected Clients for Shutdown Motification:

Mame Hostaddriess

Mull 192168012

Targst Mame

=} L}ir Server Natifications
£ Email Actions
::4 File Wyrite Actions
Run External Program
ETR Shutdown Multilink Clients
4:: Advanced Motification

<)

Right Arrow |
key N
/ \
. Clients
All MultiLink selected for
clients - e notification

¢+ In the Description box, enter a descriptive name for the action—for example, Rack Sensor - High
Temperature.
+ Click on one of the three Shutdown Notification radio buttons to choose the type of notification:

+ Warning Shutdown (On Battery) - when an alarm is received, Nform sends a Warning
Shutdown message to selected target client computers. The MultiLink client then starts a
shutdown timer as configured by the user—typically several minutes.

+ Critical Shutdown (Low Battery) - when an alarm is received, Nform sends a Critical
Shutdown message to selected target client computers. The MultiLink client then starts a
shutdown timer as configured by the user—typically 30 seconds.

+ Cancel Shutdown (Return to Normal) - when an alarm is received, Nform sends a Cancel
Shutdown message to selected target client computers. The MultiLink client then cancels the
shutdown timer.

NOTE
Nform simulates the three SNMP UPS traps supported by MultiLink 1.5: On Battery,
Low Battery and Return to Normal. The simulated SNMP trap sent by Nform triggers the
client computer to initiate a shutdown or cancel a shutdown of the computer itself.
+ All available MultiLink client computers appear in the MultiLink 1.5 Clients box in the left side
of the window. These devices were added as described in 10.2 - Add a MultiLink Client.

To designate a client to receive notifications, you must move it to the Selected Clients for Shut-
down Notification box in the right side of the window. To do this:
+ Click on a client name in the MultiLink 1.5 Clients box at left.
+ Click on the Right Arrow key in the center of the window.
Only one device may be moved at a time. To remove a client from the selection, simply click on the
name and click on the Left Arrow key in the center of the window.
+ Click OK. This saves changes to the MultiLink Notify Action.
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11.0 LOCAL AND SERVER NOTIFICATION CONFIGURATION

This section describes how to configure Nform to alert administrators and users when alarms are
received. It also details how to set up Nform to respond to alarms with certain actions, such as send-
ing e-mails, recording event history and running an external program to protect data or equipment.

11.1 Local Notification Policy
The Local Notification Policy options allow you to determine the type of visual and audio notifications
Nform employs when an alarm is received.
When an alarm is received, you may choose:
* To bring the Nform application to the foreground
+ To flash the minimized Nform icon in the taskbar
* To play a sound from a WAV file once
* To play a continuous beep
By default, these options are disabled (false).
To make changes:
* Log on as Administrator and click on the Configure tab.
B Liebert Nform - [Administrator) M=l E3
File Edit Help
A il X
Desklop Saye [Earce]
Navigate Ennhgurel Description |v5|uE |
= Security Settings E"]Automatlcal\y bring application to foreground when alarm is received False
Autnmatlcal\y play default beep when alarm is received False
Local Users and Groups i . i
License Key Administration Autnmatlcal\y play sound wave when alarm is received False
Device Manager
Domain Management
t'é Local and Server Motifications
(1 Local Matification Paolicy
L}l— Server Notifications
= Advanced Motification
[ v
+ In the left side of the window, click on Local and Server Notifications.
+ In the right side of the window, double-click on Local Notification Policy. The right side of the
window displays options for notification when an alarm is received.
* To change an option, double-click on the option in the right side of the window.
Local Motification Policy [ %] Local Motification Policy [ %]
Local Policy Setting Local Policy Setting
Select True Automatically play sound wave when alarm is received Location of sound wave to play when alamm is received
to activate
an option [Tre |

()3 | Cancel |

Browse
to locate
sound
wave file

] | Cancel |

* To enable an option, as shown in the example above left, select True from the drop-down list and

click OK.

+ If you enable a sound wave notification, you must also specify the location of the file in the win-
dow shown above right. To do this, enter the full path or click on the browse button to locate the

file, then click OK.

+ Click on the File menu at the top of the window, and then click on Save.

(Instead, you may click the Save button £

on the toolbar.)
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11.2 Server Notifications

Certain Nform features may be set up to protect valuable equipment, data and other assets by
responding automatically to alarms in SNMP devices affected by such events as power failures, over-
heating and mechanical failures.

For example, if a cooling unit’s performance becomes impaired, Nform may be set up to send e-mail
alerts to various personnel, record data pertaining to the event and append it to a particular file and
launch a command or batch file that can execute user-customized scripts.

Set Up Actions

The first step in the process entails setting up the standard actions (e-mail, file write and command),
described in the next three sections:

+ 11.2.1 - Set Up an E-Mail Action - send customized e-mail messages to selected recipients
+ 11.2.2 - Set Up a File Write Action - record alarm information in a file
+ 11.2.3 - Set Up an External Program to Run - launch a script when an alarm is received

Tie Actions to Alarms

The next step is to link each action to a particular event for a managed device. Actions must be cre-
ated individually, but multiple actions may be attached to an event in one operation. Further, one
action may be attached to multiple events.

For instructions on linking actions to alarms, see:

+ 11.2.4 - Assign Actions to Alarms

Advanced Notification

If you purchased the Advanced Notification License to enable SNMP Get Request and Set Request
functions, you will need to configure actions to collect data and control devices, as described in:

* 11.3 - Advanced Notification
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11.2.1 Set Up an E-Mail Action

To set up an e-mail:

* Log on as Administrator and click on the Configure tab.
* In the left side of the window, click on Local and Server Notifications.
+ In the right side of the window, double-click on Server Notifications, then on Email Actions.

* In the File menu, click on New. (Or click the New button [2 on the toolbar.) This opens the
Email Actions window, shown below right.
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+ In the Description box, enter a descriptive name for the action—for example, UPS On Battery.
This name will appear later in a list of actions that can be assigned to events.

* In the SMTP Server box, enter the name of the outgoing mail server that this computer uses for
outgoing e-mail—mail.company.com.

The Port box displays the standard SMTP port of 25. Enter a different port number if needed.

If required by the SMTP server, enter a User ID and Password for this action.

In the To box, enter the e-mail address of the intended recipient—Administrator@company.com.
In the From box, enter the e-mail address where replies should be sent—Support@company.com.
In the Subject box, enter a subject for the e-mail—Liebert Nform Alarm Notification.

In the Body box, you may create a customized message for recipients. The message may consist of

text as well as fields from the drop-down list below the Body box, which are listed in Table 13.

Table 13  Fields for e-mail messages
Field Description
$REC_UTCS$ The time when the alarm was received
$ADDRESSS$ The IP address of the device that sent the alarm
$DEV_NAME$ The user-defined name of the device that sent the alarm
$EVENT_MESSAGES$ | The alarm message—for example, High Temperature, Low Temperature or On-Battery
$EVENT_OID$ The SNMP object-Identifier number

For example, if you enter:
An alarm in $SDEV_NAMES$ has been detected.
the e-mail message might read:
An alarm in Liebert GXT2U-1 has been detected.
+ Click the Execute Test button to send a test e-mail message. Verify that the message was

received correctly.

+ Click OK. This saves changes to the Email Action.
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11.2.2 Set Up a File Write Action
To set up a File Write Action:

* Log on as Administrator and click on the Configure tab.
+ In the left side of the window, click on Local and Server Notifications.
+ In the right side of the window, double-click on Server Notifications, then on File Write Actions.

* In the File menu, click on New. (Or click the New button [2] on the toolbar.) This opens the File
Write Actions window, as shown below right.

ELieherl Nform - [Administrator] [ml F3 I

Fie Edt Help B File Wiite Action [x]
ﬂ Il Q : File Write Actioh Setup ]
Desktop New Save DElEtE Ca
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In the Description box, enter a name for the action—in the example above, Critical Alarms. This
name will appear later in a list of actions that can be assigned to events.

In the File Name box, enter the full path of the file where Nform will record details of events or
use the Browse button to locate the file. (To open a browse window, you may double-click in the
File Name box.) If the file does not exist, Nform will create it.

Placing a check mark in the Append box will add data at the end of the file, preventing existing
data from being overwritten by new information.

If the Append box is not checked, the file will be replaced with each new alarm.

In the text box below the Append check box, you may enter text to be written in the file when an

alarm is received. In addition to text, you may choose fields from the drop-down list below the text
box, which are listed in Table 14.

Table 14  Fields for file entry

Field Description
$REC_UTCS$ The time when the alarm was received
$ADDRESS$ The IP address of the device that sent the alarm
$DEV_NAMES$ The user-defined name of the device that sent the alarm
$EVENT_MESSAGES$ | The alarm message—for example, High Temperature, Low Temperature or On-Battery
$SEVENT_OID$ The SNMP object-ldentifier number

For example, if you enter:
Alarm detected in SDEV_NAME$
the file entry might read:

Alarm detected in Liebert GXT2U-1

Click the Execute Test button to test the File Write action. Verify that the file was created and
the text entered correctly.

Click OK. This saves changes to the File Write Action.
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11.2.3 Set Up an External Program to Run
To set up an external program to run:

* Log on as Administrator and click on the Configure tab.
+ In the left side of the window, click on Local and Server Notifications.

+ In the right side of the window, double-click on Server Notifications, then on Run External
Program.

* In the File menu, click on New. (Or click the New button (2] on the toolbar.) This opens the Run
External Program Action window, as shown below right.
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+ In the Description box, enter a descriptive name for the program to be run. This name will appear
later in a list of actions that can be assigned to events.

+ In the Run box, enter the full path of the program Nform will initiate—either type the full path or
use the Browse button to locate the file. (To open a browse window, either click on the Browse
button or double-click in the Run box.)

+ In the Arguments box, you may choose fields from the drop-down list below the Arguments box,
which are listed in Table 15. Selected fields will be appended to the Run command line.

Table 15 Fields for arguments

Field Description
$REC_UTCS$ The time when the alarm was received
$ADDRESS$ The IP address of the device that sent the alarm
$DEV_NAMES$ The user-defined name of the device that sent the alarm
$SEVENT_MESSAGES$ | The alarm message—for example, High Temperature, Low Temperature or On-Battery
$SEVENT_OID$ The SNMP object-Identifier number

+ Click the Execute Test button to test the Run action. Verify that the action was performed cor-
rectly.

+ Click OK. This saves changes to the Run External Program action.
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11.2.4 Assign Actions to Alarms

After an action is created, it must be assigned to an alarm for a managed device before it becomes
operative. An action—for example, sending e-mail notifications—may be assigned to more than one
alarm. Nform permits configuring actions separately for each alarm on each managed device. Each
action may be set up to be performed at particular stages of an alarm condition: when it occurs, when
it is cleared or both (default).

To assign an action to an alarm:

* Log on as Administrator and click on the Configure tab, then on Device Manager.

+ In the right side of the window, double-click on SNMP Devices, then double-click on the SNMP
device that will be the object of the action.

Click on the Alarms tab in the SNMP Devices window.
Double-click on the alarm being set up to prompt a particular action. This opens the Event

Assignments window, shown below right, which displays all actions that have been created.
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sz Local Users and Group:
el License Key Administrs | Device Setup | views Ak
&g Device Manager

: SNMP Devices

B | ishert GXT2U-1

.~ SHMP Devices

On Battary

iehert UPStation GXT/2U vieb

f.’ Liebert GXT2U-1 [192.168.0.125] Event Assignments

When the
selected action
will be
executed

1) tultilink Shutdown (| &larm Text
g9 Auto Discover Devic| |Battery Bad s
@ Global Settings On Battery ’ Action Name Action Type Erecute Type
i Lowe Battery s

Depleted Battery [ Network BroadCast Cormmand Both
Temp Bad O &larm Cleared Email Bath

L Input Bad O1T NMS Trap Forward Request Both
Cutput Bad

load

— Mutput Off As Requested

[ License Status: SNMP Dewices(pe” | Uns Off As Requestad
Charger Failed
Ups Output Off
Ups Systern Off
Fan Failure Selected Action Properties
Fuse Failure
General Fault Action Name:  Execute Tupe
Diagnostic Test Failed Icnt.ca| Alarms
Communications Lost ' Bath
Awaiting Power AE_’“”_” Type  Active Only

File: ' rite:
Helpful Tips: Double-Cli " Cleared Only

actions.

/

Allow Nforen To Manage

N

LCancel |

+ To link an action to the selected alarm, click to place a check mark to the left of the Action Name.
* By default, selected actions are executed both when an alarm is received and when it is cleared.
To change this setting, highlight an action and choose a setting in the Execute Type box:
+ Both (default) - Action is executed both when an alarm condition occurs and when it is cleared.
+ Active Only - Action is executed only when an alarm condition occurs.
* Cleared Only - Action is executed only when an alarm condition is cleared.
* When all actions are configured, click OK in the Event Assignments window.

+ Configured actions appear in the Assigned Events column

of the SNMP Devices window, shown at right, with the
first character signifying the type of action:

Symbol Designates:
@ an E-Mail action
| a File Write action
> a Run External Program action
% a Trap Forward Request action

= SHMP Devices

Assigned Events

1}

Device Setup | Wiews  Alarms |

Alarm Text | Assigned Events
Battery Bad =Metwork BroadCast
O Battery | Critical Alarms

Low Battery @Email, %IT NMS

(Some actions may be hidden from view because of space restrictions. They can be revealed by
double-clicking on an alarm to open the Event Assignments window.)

+ Click OK in the SNMP Devices window to return to the Configure tab.

52



Local and Server Notification Configuration

11.3 Advanced Notification

The Get Request feature allows Nform to collect data on the status of connected devices at the time of
an event, such as an alarm, and store the data in a file for later review. With Set Request, Nform can
control devices based on an event—for example, turn on a fan when a high temperature is detected.

This section describes how to use these features, which require an additional Nform license key (see
Table 20 for details). The license key must be installed (see 8.5 - Enter the Nform License Key).

11.3.1 SNMP Get Request
To set up an SNMP request to get status information:

* Log on as Administrator and click on the Configure tab.

+ In the left side of the window, double-click on Local and Server Notifications, then on
Advanced Notification and finally on SNMP Get Request.

* In the File menu, click on New. (Or click the New button 2] on the toolbar.) This opens the
SNMP Request Setup window, shown below right.

B, SNMP Request Action
Fie Edt Help SNMP Request Setup 1
2, il bl B | GMMP Request Mame
Desktop New Save e Description: File Mame:
Navigate  Configure | IGXT 20 Status C:hgut2uS batus. bt _I

= Security Settings Append: ¥
Local Users and Groups
License Key Administration Managed Devices: IP Address:

Device Manager | Liebert GixT20-1 Elhszise01zs

JRRIET Rt [Fisbert UPStation AT /20 web
t'é Local and Server Matifications

-2 Local Metification Policy ~Data Poini ~ Selected Data Pain
Lﬁf Server Notifications D escription | ;I Device | Data Paint |
=€ Advanced Notification Manufacturer [ Liehert GAT2L1-1 Manufacturer
SHMMP Get Request Model Lisbert GHT2U-1 Name
UPS Software Version Liebert GxT2U-1 Battery Yaoltage
SNMP Set Request SHMP Agent Software Yers..
‘2] Trap Foreard Request Mame
Battery Status

Seconds On Battery
E stimated Minutes Remaining
Estimated Charge R emaining

Battery Yoltage /V
Input Line Bad

Input Humber of Lines /
|nput Frequency
- |
et Clusbrese C s e
Description Input Yolta Device Name Lisbert GXT21-1
Obiject-|dentifier 1.3 Description  upsBattenoltage

Click on an item
in the Data Points
box. .. T

...anddragto/ = =
the Selected
Data Points

box
Ok | Cancel |

* In the Description box, enter a descriptive name for the action—for example, GXT 2U Status.
* In the File Name box, enter the full path and name of the file where the status data should be
stored—for example, C:\gxt2uStatus.txt.

* The Append box is checked by default, so that new data will be added at the end of the file rather
than overwrite the contents. To change this, click to remove the check mark.

+ Choose a device from the Managed Devices drop-down list. All available data for the selected
device appears in the Data Points box.
* Choose items you want the Data Points box using click-and-drag:
* Click on an item in the Data Points box at left. Details are displayed below the box.
* Drag the highlighted item to the Selected Data Points box at right.
+ Continue adding data points for this or other devices as desired.

+ Click OK to save the request. The next step is to link the request to an alarm for a specific device
(see 11.2.4 - Assign Actions to Alarms).

The magr of the present input voltage. ;' The magnitude of the prezent battery voltage. ;'
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11.3.2 SNMP Set Request
To set up an SNMP set request to control a device:

* Log on as Administrator and click on the Configure tab.

+ In the left side of the window, double-click on Local and Server Notifications, then on
Advanced Notification and finally on SNMP Set Request.

* In the File menu, click on New. (Or click the New button [2] on the toolbar.) This opens the
SNMP Request Setup window, shown below right.

ELieberl Nform - [Administrator)
File Edit Help

il Il BLX

Deskiop | e Save B, SNMP Request Action E

Mavigate Configure I

= 3

SHMP Request Setup ]

=5 Security Settings
= Local Users and Groups
5 License ey Administratior
&g Device Manade
% Domain Managerment

B% Local and Server Motificatio
-1 Local Motification Pulicy

— SHNMP Request Mame:
Description:

-|’I'um Cn Unit

Enter ———
description

Managed Devices: 1P Address:
|t ichert GxT 21 [=lfis2 1680125
ILieherl UPStation GXT/2U Web

i~ Data Point: i~ Selected Data Point

Description | - Device | Data Poaint | Set Value
Name Ligbert G=T2U-1 Startup After Delay 0
Testld

Test Spin Lock

Shutdown Type

Shutdown After Dielay ]
Slarl elay /

Slart elay
7 Reboot 'with Duration
Auto Restart
Configure Input Voltage
Click on an item Configure Input Freq

in the Data Points

22 Trap Forward Reques

o Eallerﬂ Time Set Value

box... | L eefTaure fudble Stalus |
LT ot Bt box
Description Startup &fter Delay Device Mame Liebert GT2U-1
... a nd d rag tO Object-dentifier 1.3.6.1.2.1.331.8.3.0 Description upsStartupdfterDelay |
the Selected Setting this object will start the oulput after the |« Set Value ‘D < :
Data Poi nts L::ﬁ;zd ;lxnn;::;:;'segoezv;?s, |?hﬁlund‘;n§cstl;anrtgﬂg Setting this object will start the output after the indicated number of
wil caus;a the startu ym occlﬂ \mmedi‘atel seconds, including starting the UPS, if necessary. Setting this object
box Selting this object |§_1 will abort the . to 0 will cauze the startup to ocour immediately. Setting this object to
-1 will abort the countdown. If the output is already on at the time the
CountdoexliitheloutputlSlicadlonlatine ;I countdown reaches O, then nothing will happen. Sets ta this object | \
Explanatory
Information

OK | Cancel |

* In the Description box, enter a descriptive name for the action—for example, Turn On Unit.

* Choose a device from the Managed Devices drop-down list. All available data for the selected
device appears in the Data Points box.

+ Choose items you want the Data Points box using click-and-drag:

* Click on an item in the Data Points box at left. Details are displayed below the box.
* Drag the highlighted item to the Selected Data Points box at right.

* For each item in the Selected Data Points box, click in the Set Value box at bottom right and enter
the value. For an explanation of acceptable values and their effects, refer to the Explanatory
Information directly below the Set Value box—for example, “Setting this object to 0 will cause the
startup to occur immediately.”

+ Continue adding data points for this or other devices as desired.

+ Click OK to save the request. The next step is to link the request to an alarm for a specific device
(see 11.2.4 - Assign Actions to Alarms).
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11.3.3 SNMP Trap Forward Request

To set up an SNMP trap forward request to forward notifications to a specific individual’s computer:

* Log on as Administrator and click on the Configure tab.
+ In the left side of the window, double-click on Local and Server Notifications, then on
Advanced Notification and finally on SNMP Trap Forward Request.

* In the File menu, click on New. (Or click the New button (2 on the toolbar.) This opens the Trap
Forward Request Action window, shown below.
ELiehell Nform - [(Administrator)

Fia Edt Help

%) r el

Desktop MNew Gave [Delete [Cance]

Mavigate Configure |

EJ-; Security Settings
Local Users and Groups
License Key Administration
& Device Manager
B Domain Management
% Local and Server Notifications
{1 Local Notification Policy
E8 Senver Natifications
= £ Advanced Motification

- SNMP Get Request

E=IT NMS

Forward Trap I

== Trap forward Request Action [ ]

Trap Forward Request Mame:
Description:

IIT MM

Trap Destination IP Address @

& P Address

' Computer Mame

Fort:

192.168.0.115

_| [162

Cancel |

Enter IP address
OR

Enter computer

name

== Trap forward Request Action [ ]

Forward Trap I

Trap Forward Request Mame:
Description:

frT rras
\ Destination Computer Name

P Address
& Computer Mame

Fort

SERVEROL

162

—

Ly Browse —p

(84 | Cancell

Specify method of
identifying computer:
IP address or
Computer name

Click the

button to
locate
computer
name on
network

+ In the Description box, enter a descriptive name for the action—for example, IT NMS.
* Choose IP Address or Computer Name for the method of identifying the destination computer.
* Depending on the choice, specify the computer where traps should be forwarded in the Trap Des-

tination IP Address box:

* Enter the IP address of the computer.

OR

* Enter the computer name—for example, SERVERO(0I. Either type the name or click the

Browse button to locate the computer name on the network.

In the Browser window, double-click to select the computer name and close the window. (Or
click to select the computer name, then click the Close button “X” at the top right corner to
close the Browser window.)
* The Port box displays 162 (Standard SNMP Trap port) as the port for receiving traps. This port
number should match the port selected in the Trap Service window, as described in 9.8.3 - Trap

Service.

Note: Liebert recommends keeping the default value—port 162.

+ Click OK to save the request. The next step is to link the request to an alarm for a specific device
(see 11.2.4 - Assign Actions to Alarms).
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12.0 NFORM MONITORING—NAVIGATION TREE

Nform constantly monitors the devices set up using the Configure tab and performs actions as spec-
ified in the configuration settings for each device. This section describes how to use Nform to check
the status of any SNMP device configured for monitoring.

12.1 Viewing the Navigation Tree

The navigation tree allows you to view the status of all configured devices. To view the tree:
* Log on as either Administrator or Power User.
* Click on the Navigate tab.

In the left side of the window, click on the device you wish to view. The device information dis-

played in the right side of the window has either of two formats, depending on whether the device
1s HTML-supported or not.

12.1.1 Navigate View—HTML-Supported Devices

For HTML-supported devices, the right side of the window shows tabs and device information to view
and configure. This example shows the monitor tab for a device with a Web-enabled card installed.

ELiebert Nform - (Administrator)

=] E3
File Wiew Events Help
2, - =» O & A |
Desktop Back Forward Stop Refresh Home
Nawgatel Conf\gulel o
Desktop Command Center LJ Llebert monitor control configure support
-~ Alarm Event History e D Power Flow:
@ 1st Flaor Computer Roorm 192 168.0.125
o A U1 GXT2-700RT120
¢ @9 Liebert GXT2U-2 N
=] 3rd Floor Computer Roorm Connected Device Status: D El
Load Protected: B“_]ASS
Mormal Operation e
-8 Liekert CRACT
=-[8] 3rd Flaor Finance
28 Lisbert UPS3 *P IZF":- o
Device Information: ' n
Monitoring information for S . INPUT ouTPUT
: 5 Volls: 17V Volts: 118V
an HTML-supported device Alarms e s
A Batte
(see 12.2 - Information ] Froq  60Hz
Available for HTML- Ié‘;:;” BATTERY
Supported Devices) = Intomals Volls: 58V
Charge: 100%
Time Remaining: 904 min
Last updated: Monday - December 11, 2006 05:45:08pm
|Ligbert OpenComms Netwark Interface Card [allEvents | [Tat 4

12.1.2 Navigate View—Non-HTML Devices

For devices without HTML support, Nform displays device information in a format similar to the win-
dow shown below. You may select which data points are displayed or change the description of any
item in the device setup (see 9.4.2 - Views tab).

ELiehell Nform - [Administrator)

Fila View Help

o
Desktop  Silence

Navigete | Configus| SNMP Device: GXT2U (192.168.0.125)

Quering SNMP device finished .
I ] View: [Filter data paints j

Desktop Command Center

5 Alarm Event History

[8] 15t Floor Computer Room

=-[#] 3rd Floor Computer Room Query Device Download Device |
-8 Lishert UPS1
-8 Ligbert UPS2

a6 Liebert CRACY

= [@] 3rd Flaor Finance
=88 Lishert UPS3

Monitoring information for a
device without HTML support
(see 12.3 - Information

ariahle Perrmission Set Value

Ll

i
Model
UPS Software Version

el

L
GXT2-700RT120

i GXT2MR10
Available for Non-HTML o GXT2U SHMP Agert Software Version s
Devices) o GXT2U-130 ety

Battery Status o

Seconds On Battery
Estimated Minutes Remaining

[u]
45

=

o

E

[
AMAAzAODA

[ License Status: SNMP Devices(6/100); Workstations[15]; Advanced Notfication[Tiue]
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12.2

12.21

Information Available for HTML-Supported Devices

Nform’s Navigate window for devices with Web-enabled SNMP cards shows tabs that permit viewing
parametric data, altering some device settings and viewing the event log. The number of tabs shown
depends on the type of device. For more information about device settings, review the documentation
related to the SNMP card.

HTML monitor tab

The HTML monitor tab for devices with Web-enabled SNMP cards reveals an overview of a selected
device: its status, any alarms, and other data applicable to that type of device.

To view the various types of data:

ELiehert Nform - (Administrator)
File Wiew Events Help

Log on as either Administrator or Power User.

Click on Nform’s Navigate tab.

In the left side of the window, click on the device you wish to view.
In the right pane, click on the HTML monitor tab.

In the center of the window, click on the type of device information—for example, Alarms. The
example below shows Alarm data for an HTML-supported UPS during a power failure.

=] B3

- = @

Desktop Ea‘ck Forv’vard Stop

& o
Refresh

Home: |

Navigate | Configure |

Desktop Command Center
B Alarm Event History

--[®] 13t Floor Camputer Roam

(8] 3rd Floar Computer Room

Ligbert CRACT

@ 3rd Floor Finance

GrT2U

[ Event History

GXT2U-130

Highlight device name,
then click on device

information item—f?_r/—
example, “Alarms”

monitor control

Alarms:

configure support

Connected Device:

[No Alarms Present

Connected Device Status:
Load Protected:
MNormal Operation

Nform displays alarms
for selected device

Device Information:
I§ GxT2u

Qutput
Input
Bypass

intcmats Last updated: Tuesday - December 19, 2006 02:17:02pm

!
| Liebert OpenComms Network Intsrface Card

| &0 Events | |70 y

* The information varies by type of SNMP device. The example below shows summary information

for a cooling unit with an SNMP card.

monitor control configure

support

Summary: Updated: August 10, 2003 04:14:21PM

Temperature 72 F

-2 70 +2 Stage 0

Setpoint 70 (RN | Capacity 0 %

Tolerance 2

Humidity 50 %
-2 50 +2

seport0  [EEEEEER T TTT] ]

mation: Tolerance 2 UNIT ON

Active Alarms:

No Alarms Present
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12.2.2 HTML control tab (selected devices only)

The HTML control tab allows you to take actions such as testing a UPS battery or turning an SNMP
device on or off. This tab appears only for certain devices with Web-enabled SNMP cards.

< z NOTE
The Control feature may not be available on every HT'ML-supported device.
To use the HTML control tab:

* Log on as either Administrator or Power User.

* Click on Nform’s Navigate tab.

+ In the left side of the window, click on the device you wish to view.

* In the right pane, click on the HTML control tab.

In the center of the window, click on a control operation—for example, Alarm Silence.

A window asks for the SNMP card user name and password. Enter the user name and password
and click OK.

The example below shows the Alarm Silence control function for an HTML-supported UPS.
ELieherl Nform - [Administrator]
File View Everntz Help

~« = 9 < 4

Desktop Ba‘ck Fnrv’vard Stop Refresh Hame:

=] E3

Mavigate | Configure |

Desklop Command Center @J Liebert. monitor control

- Alam Event History
[#] 15t Flaar Computer Raam

configure support

o e v Control Operations:

192.168.0.125

[# 3.rd Flaor Cormputer Roorm GXT2-700RT120 |C0mmand ‘Description
Liebert CRACT e [Alarm Silence [Temporarily silence the audible alarm.
ar finance EDIL";[:1LEdt[:dEViCE Status: [Output [Tumn the autput of the UPS On or OF
oad Protected: = = 5
/T, Event History Normal Operation |Test ‘Inmate diagnostic tests.
£ GXT2U-130

Control Operations:
18 GxT2U
i Alarm Silence
W Qutput
B Test

| Liebert OpenComms Network Interface Card /

\ [AlEvents | MM

Highlight device name, / \
then click on control operation—

)| Nform displays information
for example, “Alarm Silence” for selected control

operation and device
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12.2.3 HTML configure tab (selected devices only)

The HTML configure tab allows you to change some configuration settings in the device’s SNMP
card. This tab appears only for certain devices with Web-enabled SNMP cards.

NOTE
The Configure feature may not be available on every HTML-supported device.

To use the HTML configure tab:

-u Liebert CRACT e Refresh Interval between automatic updates of the dynamic web pages. The dynamic
+)-[@] 3rd Floor Finance Connected Device Status: Interval areas are the right panes containing parametric data and the device status
Load Protected: above the navigation area.
/ % Event Histary Mormal Ope
G GXT2U-130 Mote: The recommended values range between 20 and 60 seconds. Acceptable
values range between 10 and 600 seconds {10 minutes).
Configuration Categories: PERFORMANCE RECOMMENDATION: Selection of this value is a balance
- - - I8 GxT2U between the need for accurate status and parameter updates and the necessity
ngh“ght deV|ce name, # Device Info of minimal overhead senicing these update requests. If many web browsers are
then click on configuration Factory Defaults expected to hit this device then the entered value should be larger, this will help
ensure correct updates for the majority.

category—for example, \
“Web”

Log on as either Administrator or Power User.

Click on Nform’s Navigate tab.

In the left side of the window, click on the device you wish to view.

In the right pane, click on the HTML configure tab.

A window asks for the user name and password. Enter the user name and password for the SNMP
card and click OK.

In the center of the window, click on a configuration function—for example, Web. The example

below shows the Refresh Interval for an HTML-supported device.

ELiehell Miorm - [Administrator) [_ (O] x]

File Wiew Eventz Help
; ) (3¢
Deskiop Back Forward Stop Refiesh Home
Mavigate I Conligure' 0
E Desktop Command Center LJ Llebel't monitor control configure support
T Alarm Event History e Web Configuration:
[#] 15t Floor Computer Roarn 192 168 0 125

|Parameter |Descriplion

[#] 3rd Floor Computer Roarm GXT2-TOORTA20

Refresh Interval: |20 seconds

Edit

1 i (&l Events [T70 v
! -
Click on Edit ) e
to make changes

+ For each configuration function, a window at right displays information that can be changed on
the SNMP card. Click on the Edit button to make changes.

* Enter the information you wish to change and click the Save button [% to save the changes (or
click on the Reset button Feset| to exit without saving).

+ All changes require re-initializing the SNMP card before the changes will take effect. To do this,

click on the Reinitialize button ' reinitialize |-

1
| Liebert OpenComms Metwork Interface Card

Save and Reset buttons
appear when needed
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12.2.4 HTML event log tab (selected devices only)

The HTML event log tab allows you to view data from the event log in the device’s SNMP card. This
tab appears only for certain devices with Web-enabled SNMP cards.

R

NOTE

The Event Log feature may not be available on every HTML-supported device.

To use the HTML event log tab:

* Log on as either Administrator or Power User.
* Click on Nform’s Navigate tab.
+ In the left side of the window, click on the device you wish to view.

+ In the right pane, click on the HTML event log tab. Click on Device in the left pane to view the
event log. The example below shows device information for an HTML-supported UPS.

Viewing
options:
plain or
comma-
delimited
text

Click on

Device to —

view log

a Liebert OpenComms Web Card - Microsoft Internet Explorer o =] 3
Fle Edit View Favorites Tools Help | i
Address [{&] http:/jnfinitynebdemo licbert.com/ = Bee
& Refresh
EMERSON : O,Li . button
Network Powe monitor control configure g | support Liebert
- =
Device Intormabons: Device Event Log (.txt) (.csv): pdated: May 5, 2005 08:28:51AM
NFinity Demao
Monitaring - j Page 1 of 11 -»>| Refresh
NFinity De
126.4. . Scroll
‘ Time Id ‘ Event through
Device Status: ‘2!]!]5—5—1 13:41:19 20 ‘NLI]E- UPS switched from battery to utility pages Of
Load Protected: [2005-5-1 13:41:07 18  [NLO4 UPS On Battery
No Alarms Present [2005-4-30 18:52:48 20 [NLOS UPS switched from battery to utiity log data
[2005-4-30 18:52:34 18 [NLO4 UPS On Battery
[2005-4-27 6:10:00 30 [NLOS Battery test stopped
[2005-4-27 5:50:59 29 [NLOT Battery test started
ﬁ";"‘ Log: [2005-4-20 14:00:57 23 [NL0S UPS Output On
-umDT:g ‘2!]!]5—4—2!] 13:58:29 1 ‘NLI]‘\ Output Off - Remote Communication
e e
‘2005—4—20 13:58:28 91 ‘NL1S Qutput Shutdown Iz Pending
[7nns_a 13 A-10-0n an__ [N 08 Rattery test sinnned =l
[&] Copyright Liebert Carporation 2000-2004 [ [ ntemet y .

* The event log data may be viewed in any of three formats: an HTML table, as shown above, plain
text or comma-delimited text, as shown in Table 16. To change the view, click on the Device
Event Log option (.txt) for text or (.csv) for comma-delimited text.

* When viewing plain or comma-delimited text, you may copy and paste the text into another appli-
cation, such as a spreadsheet or word-processing program. To return to the original view, click on
the Device Event Log option (Html).

Table 16  Options for viewing device event log
Option| Format Example
Html |HTML table | Formatted table, as in the screen shown above
Ixt | Text Time Id Event
2005-5-1 13:41:19 20 NLO5 UPS switched from battery to utility
2005-5-1 13:41:07 18 NLO4 UPS On Battery
.csv | Comma- Time, Id, Event
delimited 2005-5-1 13:41:19,20,NL05 UPS switched from battery to utility
2005-5-1 13:41:07,18,NL04 UPS On Battery

* To scroll through the pages of data in the event log, use the arrow keys directly above the event

log

* To update the log data at any time, click on the Refresh button to the right of the scroll buttons.

listing.
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12.2.5 HTML support tab

The HTML support tab displays vital information about the SNMP card and the device, along with
technical support contact information.

To use the HTML support tab:

* Log on as either Administrator or Power User.
* Click on Nform’s Navigate tab.
+ In the left side of the window, click on the device you wish to view.

+ In the right pane, click on the HTML support tab. The example below shows device information
for an HTML-supported UPS.

ELiehell Nform - [Administrator)
File Miew Evertz Help

= @ £ 4 |

Desktop Béck Forv’vard Stop Refresh Hame:

[ (O[]

Mavigate | Configure |

Desktog Command Center LoJ Liebert. monitor control
B

% Alarm Event History Support:
[#] 15t Floor Computer Roam

configure | support §

Connected Device:
192.168.0.125

@ 3.rd Flaor Computer Room GXT2-TO0RT120 |Ilem |Va|ue

B Liehert CRAC | [System name [GxT20

[3] 3rd Floor Finance Connected Device Status: L iscation

- GXT2U Load Protected:

L Event History Normal Operation Description

- GHT2U-130 |Manufacturer |L|ebert Corporation
[Manufacture date [oanov00 RT120
[Mode! [GxT2-700RT120

Support:

I8 GxT2U

Liebert SNMP WebCard

Firmware Version e

Device Firmware
Wersion

‘GXTQMPJU

|Manufacturer support |Liehert Web Site

| Liebert OpenComms Metwark Inteiface Card

[£NEvents | [[70 7
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12.3

12.3.

Information Available for Non-HTML Devices

For devices without HTML support (non-HTML devices), Nform’s Navigate window displays data
points—you may select or rename these data points in the device setup (see 9.4.2 - Views tab).

This section describes how to query the device to display current values. Additionally, you can enter
set values for any data point, download those set values to Nform and view the definition of a data
point on certain devices.

1 Query Device
Nform allows you to get an immediate update on all data points or for a single data point.

NOTE

To query a device from a remote Nform client, the device must be configured for SNMP access
from that client—the client’s IP address must be included in the device’s SNMP access list.

Update All Data Points
To display the device’s current values for all data points:

* Log on as either Administrator or Power User.
+ Click on Nform’s Navigate tab.
* In the left side of the window, click on the device you wish to view.

+ In the right side of the window, click on the Query Device button to display the current values;
Nform displays a progress bar as it requests SNMP data from the device, as shown below.

B Licbert Mform - [Administrator) [_ o] x]
Query Elle.y\aw ﬂi
B 2y LA
Device Desktop  5cree
button ~— e [ ~SNMP Device: GXT2U (192.168.0.125)
ktop Command Center Querying SNMF device. ...
- History View: | Filter gata points j
-[@ 1st Floor Compin m
] 3rd Floor Computer Room ( usny Deviee D Dewriosd Device | Bar shows
88 Lisbert UPS1 progress of
2 Linbert LIPS2 Description variable Permission | Current value Set Value =
s Lisbert CR{\C1 Manufacturer R LiebertCorporation = query requeSt
8] 3rd Floor Finance Mode! R GXT2-700RT120
= B Liebert UPS3 UPS Software Version R GHT2MR10
B GXT2U SHIMP Agent Software Yersion 3 1.200.0
-8 GRT2U-130 Marne W GxT2U
Battery Status R 2
Seconds On Battery R [n]
Estimated Minutes Remaining R 45 -
Licenss Status: SNMP Devices(6/100); Workstations[15); Advanced Notfication(True] 4

Update a Single Data Point
To display the device’s current value for a single data point:

* Log on as either Administrator or Power User.
* Click on Nform’s Navigate tab.
+ In the left side of the window, click on the device you wish to view.

* In the right side of the window, right-click on a data point and choose Query Selected Point
from the pop-up menu.

P Liebert Nform - [Administrator)

File Wiew Help

w

Desktop  Sisice

Navigete | Confiaure | ~SNMP Device: GXT2U (192.168.0.125)

m Desktop Comrmand Center Quering SNMP device finished
5 Alamn Event Histry —— View: [Fiter data ponts |
15t Floor Computer Roorm

5[] 3rd Floor Computer Raom QueyDevice | Downoad Device |

(= 7 Liebert UPS1

78 Lishert UPS2 = nght-cllck on
il Licbert CRACT B 5 I—| .
18 3rd Floor Finance Seoyie OrIEatiry o Quay SelctedPort, | data point, then
= B Liebert UPS3 Estimated Minutes Remaining R Er R [ click on Query
ol GYT2U Estimated Charge Remaining R [owlnadGet Malie H
B GHT20130 Battery Voltage R _— Selected Point
Input Line Bad R Wiew Data Defirition .
Input Mumber of Lines R 1 to get Its curre nt
Input Frequency R 600 - value
| License Status: SNMP Devices(6/100); Warkstations(15); Advanced MatificationTrue] A
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12.3.2 Set Values

Nform allows you to enter a set value for certain data points—only those with Write permission,
noted by “W” in the Variable Permission column, as shown below. A set value determines when Nform
performs a particular action, such as displaying an alarm for a device. As an example, you might want
to enter a high-temperature value of 85°F as an alarm setpoint for a MiniMate2 unit. Actual values
for any device will depend on your application. Set value variables can also be used for control and
configuration functions, such as audible alarm control or temperature sensor state.

For help on the definition of a data point or its allowable values, see 12.3.4 - View Data Definition.

NOTE

To enter set values for a device from a remote Nform client, the device must be configured for
SNMP access from that client—the client’s IP address must be included in the device’s SNMP

access list.

To enter a set value:

* Log on as Administrator.
+ Click on Nform’s Navigate tab.
* In the left side of the window, click on the device you wish to change.

* In the right side of the window, right-click on a data point with Write access and choose Enter a
Set Value from the pop-up menu.

* In the Enter Set Value box, enter the value and click OK.

ELiehell Nform - [Administrator) [_ O] ]
File Wiew Help
Desktop S\ia;wce
Naviae | Conure] SNMP Device: GXT2U (192.168.0.125)
E Desktop Command Center Quering SNMP device finished. _
- Alarm Event Histary | VIBW. |[Fiter data points j

[#] 15t Floor Computer Room
= [#] 3rd Floor Computer Raom
-8 Lisbert UPST

-8 Lisbert UPS2

-7 Liebert CRACT

=- 8] 3rd Floor Finance

8 Lishert UPS3

e GRT2U

-0 GxT2U-130

Quem Device | Download Device |

Description
Eal LIS
econds On Battery
Estimated Minutes Remaining
Estimated Charge Remaining
Battery Yoltage

Input Line Bad

Input Murmber of Lines

Input Frequency

A D oD a0 e

Wariahle Permission

Current Value Set Value

Llx|

Query Selected Poink

Enter a Set Value
Dowload Set Yalue

View Data Definition

™ Right-click on data
800 5| point, then click on

| License Status: SMMP Devices(6/100); Work stations(15); Advanced Matification(T rue]

7 Enter a Set Value

Enter a value for

this data point \

Nform

Cancel

Enter SET walue for enyT emperature] State

+ Repeat this for each data point for which you wish to enter a set value.

* Proceed to the next section, 12.3.3 - Download Device to complete this process. Nform does not
recognize a set value until the value has been downloaded to the device.
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12.3.3 Download Device

After entering set values, as described in 12.3.2 - Set Values, you must download them to the device
before Nform can recognize them. You may download all set values at once or download an individual

set value.

Download All Set Values at Once

To download all set values that have been entered for a device:

* Log on as Administrator.

+ Click on Nform’s Navigate tab.
* In the left side of the window, click on the device you wish to change.

* In the right side of the window, click on the Download Device button, as shown below. Once
downloaded, the values appear in the Set Value column.

B Licbert Mform - [Administrator) [_ o] x]
Download  f& few tek
Device Deup S
button Navigate | Configure |

mand Center

(@] 1st Floor Computer Room
@] 3rd Floor Computer Room
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o8 Liebert UPS2

B8 Lichert CRACT
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-8 Liebert UPS3

B GXT2U

-0 GXT2U-130

~SNMP Device: GXT2U (192.168.0.125)

Quering SNMP device finished.

Wiewt | Filter data points j

W Download Device D
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Seconds On Battery

Estimated Minutes Remaining

AmozAm ol

variable Permission
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GxT2U
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u]

45

License Status: SMP Devices(6/100]: Workstations(15, Advanced Noffication(True)

Download a Single Set Value

To download a set value for a single data point:

* Log on as Administrator.

+ Click on Nform’s Navigate tab.
* In the left side of the window, click on the device you wish to change.
* In the right side of the window, right-click on a data point and choose Download Set Value from

the pop-up menu. Once downloaded, the value appears in the Set Value column.

ELiehell Nform - [Administrator)
File Yiew Help

J[=] B3
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S
Desklop  Silence

MNavigate | Configure |
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Query Device

Download Device |

i B Lishert UPS1
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Estimated Charge Remaining
Battery Yoltage

Input Line Bad
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Input Frequency
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Enter a Set Value
Dowload Set Yalue

View Data Definition
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12.3.4 View Data Definition

To assist users in entering set values, Nform provides data definitions for some devices. Each defini-
tion provides a description of the data point and its valid values.

To view a data definition and allowable values:

* Log on as either Administrator or Power User.
* Click on Nform’s Navigate tab.
+ In the left side of the window, click on the device you wish to view.

+ In the right side of the window, right-click on a data point and choose View Data Definition
from the pop-up menu. Scroll through the information and click OK when finished.

ELiehert MNform - [Administrator)
File View Help

=] E3

) bt
Desktop  Silence

Navigate | Configure |

E Desktop Command Center
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Query Device Download Device |
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Estimated Charge Remaining R
Battery Voltage R
Input Line Bad R
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Input Frequency R
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Wiew Data Defirition
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| License Status: SHMP Devices(B/100]; Workstations[15]; Advanced Motification(T ue]

Data
Definition

# Description for upsBatteryStatus

Right-click on
data point,
then click on
View Data
Definition

window —_

IThe indication of the capacity remaining in the UPS system's batteries. A
value of batteryMormal indicates that the remaining run-time is greater than
upsConfiglowBattTirme. A value of batteryLow indicates that the remaining
battery rur-time is less than or equal to upsConfiglowBattTime. A value of
batteryDepleted indicates that the UPS will be unable to sustain the present
load when and if the utility power is lost (including the possibility that the
utility power is currently absent and the UPS is unable to sustain the output)

Cancel
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13.0 MANAGING ALARMS

This section describes how to view a listing of alarms, silence the default beep, change the status of
alarms, add notes about an alarm, and change the colors that denote alarm status in the listing.

Nform assists in managing alarms by displaying their status, denoting each type with a different
color of text. This enables the user, either the Administrator or Power User, to see at a glance
whether a new alarm has been received and if action is required.

The example below shows a device with an active alarm ﬁ and its event history on the right.

Icon denotes device .
with active alarm Silence default beep

button Active alarms (red)

ELiehert Nform - {Administrator)

File Wiew Events Help

7

2 & B £ »
Deskiop Ack Celete  Comments Silence
A |
Mavigate | Eonfigurel

Date and Time Received

Address MNarme Event Message

E Desktop Command Center &
. Alarm Event Histary

= |# 15t Floor Computer Roc
P 8 Liebert GXT2U-1
=[] 3rd Flaor Computer Roc

- &8 Liebert UPS1

é--rd Floor Finance _ILI iebe ] :] 2d Time Remair
| | » i ] ]

/ .. Liebe ] 2d Time Remair
[

J 4 y
|Lifbert OpenComms Metwork Interface Card /

[all Events | e y

7

o Acknowl larm reen
Icon denotes loss of communication—not an alarm cknowledged alarms (green)
(see 7.2.5 - Informational Icons in the Navigation Tree)

Alarms can proceed through the following states: Active, Acknowledged and Deleted.

* When an alarm is received, it is Active (default text color: red).

* During or after instituting measures to resolve the alarm’s underlying cause, the user may
change the alarm’s status to Acknowledged (default text color: green).

The final alarm management step is to Delete the alarm, removing it from the list of alarms. An
alarm must be acknowledged before it can be deleted.

In addition, deleting an alarm from the viewer permanently removes it from the alarm log file.

The alarm log file (alarmlog.fil) is stored in the Nform directory in comma-delimited format for
viewing in third-party applications.

Nform displays an alarm history, including current, active alarms and acknowledged alarms that
have not been deleted, for each monitored, managed device. New alarms are added at the top of the

list. This history is displayed:
* When Nform is opened (before logging in)
* When Alarm Event History is selected in the Navigate tab
* When Event History is selected for any device in the Navigate tab
* When Alarm Management is selected for any device in the Desktop view

Alarms remain in this display until they are deleted, the final step in responding to alarms.

The user may add notes about any alarm in the list. These notes remain only as long as the alarm is
displayed.

In addition to the alarm listing, Nform records pertinent alarm data in an alarm log that Nform cre-
ates in its Data folder. This log is limited to 5,000 records by default. The number of records retained
may be changed by the user (see 9.8.1 - Alarm Service - Configuration).
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13.1 View Alarms

There are several ways to view alarms.

* Alarms are displayed when Nform is started before you log on.
* Once you are logged on as either Administrator or Power User:

+ Click on the Navigate tab, then select Alarm Event History at the top of the navigation
tree (this reveals all alarms from all devices in the navigation tree).

or

+ Click on the Navigate tab, then select Event History for any device in the navigation tree
(this reveals only the alarms received from the associated device).

or
+ Click on the Desktop button, then on a device in the Device List, then Alarm Management.

Alarms appear in the right side of the window, as shown in this example.

ELiehetl Mform - [Administrator) [_ (O] %]
File “iew Ewentz Help
2 ‘ & B £ »
Deskiop Ack [elete  Comments Silence
Alarm : :
Navigate I Configure| Date and Tire Received

Address MNarme Event Message =
Event On Bia :

H E Desktop Command Center
History 1= I Alarm Event History
8] 1st Floor Computer Room
@ 3rd Floor Computer Room
- Lishert CRAC!
&[] 3rd Flaar Finance
Event - G720
History — L—— &4 Event History
(-8 GXT2U-130

| Liebert DpenComms Metwork Interface Card [ Al Events | [[37 A

13.2 View Alarm Data Definition—SiteNet Integrator Only

To assist users in managing alarms, Nform provides data definitions for alarms on SiteNet Integra-
tor. Each definition provides additional information about the alarm.

To view the data definition of an alarm:

* Log on as either Administrator or Power User.

* Click on Nform’s Navigate tab.

* Select Alarm Event History at the top of the navigation tree (this reveals all alarms from all
devices in the navigation tree).

* In the right side of the window, right-click on an alarm and choose View Data Definition from
the pop-up menu. Scroll through the information and click OK when finished.

ToT=|
Description for upsAlarmBypassBad

ELiehall Mform - [Administrator)
File Wiew Ewentzs Help

Silerice rl'he Biypass is out of tolerance.

Deskiop ‘ Ak Delete  Comments

Mawigate I Configure !

Date and Time Received Address

A Desktop Command Center

% Alarm Event History Silence
[8] 15t Floor Computer Room
+ -@ 3rd Floor Computer Room Acknowledge
986 Liebert CRACH Comments
Lﬂ @ 3rd Floor Finance DElEte
o8 GXT2U .
L Event Histary Acknoviledae Al In biew
- 5XT2U-130 Delete &l I Yiew

View Diata Definition

| Ligbert OpenComms Network Interface Card / /
7
Right-click on alarm, then R
click on View Data Definition vAin?\::irgvl\?ata Definition L) |
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13.3

13.4

13.5

13.5.1

13.5.2

Silence the Default Beep

Nform can be configured to play a beeping sound—the default beep—in the monitoring computer
when Nform receives an alarm from an SNMP device. This beep can be silenced through Nform.

To silence the default beep:

* Log on as Administrator or as Power User.

* Click on the Events menu at the top of the window, and then click on Silence.
or

+ Click on the Silence button s on the toolbar.

Filtering Alarms by Type

The Alarm Log in the Navigate tab displays all alarms by default but allows the user to filter alarms
for management purposes.

To filter alarms:

ELiehert MNform - [Administrator)
File | View Ewvents Help

E v Show Tent Labels

+ Click on the View menu at the top of the window, then
click on Events, and choose how to filter the alarms:
All Events, Acknowledged or Unacknowledged. Choose

. . filtered
After filtering the alarms, the user can perform batch view

functions as follows:

All Events
Unacknowledged
Lcknowledged

Stop
EEfiesh

Dptians...

* Acknowledge all alarms in the filtered view by click-
ing on the Events menu at the top of the window, then E"emy'ew — —
on Acknowledge All In View. CEs o mermrresmm— | 07 6158

Aeknawedge)
ACknOW|9dge Navigate Camments

All In View —_| . Delets

Leknawedgelil ntiem
Delete Al ln View

* Delete all acknowledged alarms in the filtered view by
clicking on the Events menu at the top of the window,
then on Delete All In View. (Alarms must be Delete All ——
acknowledged before they can be deleted.) In View

View Data Definition

Change Alarm Status

Nform helps the user recognize new, active alarms through the alarm status feature, which displays
alarm text in differing colors.

To change an alarm’s status, log on as Administrator or as Power User. Then click on the Navigate
tab and display the alarm listing as described in 13.1 - View Alarms.

Acknowledge an Alarm

Silenice:

To acknowledge an alarm: e
* Right-click on an alarm and click on Acknowledge on the pop-up menu, as :I::mm
shown at right. Two other ways to do this are: Delets Al 1 Yis
* Click on an alarm, then select Acknowledge from the Events menu. | esbdnesimm |

or
* Click on an alarm, then click on the Acknowledge button on the toolbar.

Delete an Alarm

Silence:

An alarm must be acknowledged before it can be deleted. To delete an alarm: el
* Right-click on an alarm and click on Delete on the pop-up menu, as shown at T:mm
right. Two other ways to do this are: Deets Al Visw
* Click on an alarm, then select Delete from the Events menu. | UcoGnEiie |
or

* Click on an alarm, then click on the Delete button .| on the toolbar.
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13.6 Add or View Alarm Comments

Nform allows you to add notes to any alarm in the alarm listing. The notes can be viewed and edited
at a later time. The notes can perform several functions, including helping you keep track of actions
taken to resolve an alarm condition and document the underlying cause of an alarm.

NOTE
Comments are not saved in the alarm log.
13.6.1 Add Comments to an Alarm

To add notes to an alarm:

* Right-click on an alarm and select Comments from the pop-up menu, as shown below.
(Or click on the alarm, then select Comments from the Alarms menu or click the Comments but-
ton on the toolbar.)

ELiehetl Mform - [Administrator) [_ (O] %]
File “iew Ewentz Help
2 ‘ f i »
Deskiop Ak Delete  Comments Silence

Mavigate I Configure i
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Delete Al In biew
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+ Enter notes in the Comments window, and click Save. Once a comment is added and saved, the
Comments button icon will appear in the Event Message column for that alarm, as shown below.

Comments -192.168.0.125 IP:GXT2U
main power supply cut by construction crew ‘I
= Liebert Nfor

File “iew Ewvenl
A | @

Desktop Ac

Mavigate | Canfi

Desktop Ci
U Alarm E
- [3] 15t Flac
w-[8] 3rd Flac
w86l | inhart CRAT I

13.6.2 View or Edit Comments

To view comments that have been added to an alarm:

Cancel | Save I

+ Right-click on an alarm and select Comments from the pop-up menu. (Or click on the alarm, then
select Comments from the Alarms menu or click the Comments button on the toolbar.)

* In the Comments window, view or edit the notes and click Save or Cancel when finished.

13.6.3 Delete Comments
To delete comments without deleting the alarm:

+ Right-click on an alarm and select Comments from the pop-up menu. (Or click on the alarm, then
select Comments from the Alarms menu or click the Comments button on the toolbar.)

* Delete all the text and then click Save. This removes the comments from the alarm without delet-
ing the alarm from the list.
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i, Liebert Nform Settings B3

13.7 Change Colors Indicating Alarm Status

You may change the default alarm status colors to suit your preferences. To do so:

Nform Settings window.

Log on as either Administrator or Power User.
Click on the Navigate tab and select Options from the View menu. This opens the Liebert

Click the Browse button beside the alarm color to be changed.
Choose a color from the swatches—or define a new color by expanding the Color window with the

Define Custom Colors button and selecting a color using the slider tools or entering values in

the boxes.

close the windows without saving.

Calar
g Active slarm Color

/

@ Ackoanecge Ao Coo [ |
B Seckrnd o cor N | |

Cancel | \épply |
\

v

Click OK in the Color window and the Settings window to save your changes or click Cancel to

Browse buttons open
Color window to change
the associated alarm

Choose a new color Eolos =
from the swatches . .. Basic colors:
O T
\ “imimlicint 1 1 |
| Ul B Fol § | Use these tools to
| 4ol 0 0 0 0 0| select a new color
EEEEEN
0 00 Ul i New color is previewed in
e the Color Solid box
. T AT
o acston  EEmEEEEE
color :
window. e\ Defing Customn Colors >3 /I/' %chilm'&_ |_ |_ - |_
I = It
| il § Il § |
EMEEEEEN
EEEEEEEN
O

LCustom colors:

| | o o ][]
ug:lm Bed:lﬁ
- - - - - - - - at:lﬁ Greer |140

| Define Custom Colors »»

()3 | Cancel |

ColorlSolid, Lum: |1 an Elue: |2DB

Add ta Custom Colors
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14.0

RUNNING NFORM

14.1

After installation, the Nform services begin running in the background, monitoring and managing all
configured devices. Nform continues running constantly unless stopped through the Windows Services
feature. The same option allows you to resume Nform services without having to restart the computer.

Starting or Stopping Nform Services

Under normal circumstances, you will not need to start or stop Nform services. Performing either
operation requires opening the Services window, as described below. Stopping Nform means that the
software is unable to monitor and manage your devices.

Opening the Services window

* Windows XP or Windows 2000: Click on the Start button, Settings and then Control Panel.
In the Control Panel window, double-click on Administrative Tools, then on Services to open
the Services window.

* Windows NT 4.0: Click on Start, Settings, Control Panel and finally Services.
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[Dl Adabe Gamina B Administrative Tools Hi=E3

& audioHg

¥ Date and Time

g Disc Detector 3 ir
( ) Back - | T

éa Display d

| Folder COptions Mame =~

& Game Controllsrs @Computer Management
PRy PROSEL 1T BHData saurces (ODEC)
'_E’Internet Options Event Yiewer
@Keyboard &Microsoft .MET Framewark.

& Network Connections @Performance
) .

Configure administrative settings for your computer,

File Edit View Favorites Tools  Help | o

File  Action VWiew Help

EComponent Services = = ||

FE 2 e 0 n

%Services(mcal) Mame # Description Stat... | Skartup ... | Log On As -
i Started £

ice For MForm Liebert Alarm Service For NForm Autormatic el
%Liebert File Service for MForm Liebert File Service for NForm Started  Automatic  Local System
%Liebert Met Service for Mform Liebert Net Service for Mform Started  Automatic  Local System
%Liebert SHMP Service For NForm Liebert SMMP Service For NForm Started  Automatic  Local System

%LiebertSNMPTrapServiceForNForm Liebert SMMP Trap Service for Mform  Started  Automatic  Local System LI

B Microsoft JMET Framewark

Extended A, Standard

To verify that Nform is running:
The Services window shows whether the following Nform services are running:
* Liebert Alarm Service for Nform

Liebert File Service for Nform

Liebert Net Service for Nform

Liebert SNMP Service for Nform
Liebert SNMP Trap Service for Nform
To stop Nform—or any Nform service:

To stop Nform completely, you must stop all five services listed above by performing the following
steps for each service.

+ Select any service—for example, Liebert Alarm Service for Nform—in the Services window.

* Click on the Action menu at the top of the window, and then click on Stop to shut down the
Nform service. Again, stopping Nform prevents the software from monitoring and managing your
devices.

Any service that has been stopped will resume functioning the next time the monitoring worksta-
tion is restarted.

To restart an Nform service immediately:
+ Select the service—for example, Liebert Alarm Service for Nform—in the Services window.
+ Click on the Action menu at the top of the window, then click on Start to restart the service.
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15.0 UNINSTALLING NFORM / REMOVING LICENSE KEYS

This section describes how to remove the Nform application and how to delete a secondary Nform
license key or the MultiLink Network Shutdown License.

15.1 Uninstalling Nform
To remove Nform from your computer, run the Windows Add/Remove Programs control panel.

+ Click on the Start button, then on Settings, and then on Control Panel.
* In the Control Panel window, double-click on Add/Remove Programs.
* In the list of Currently Installed Programs, highlight Nform and then click on Remove.

- Control Panel - 10l x|

File  Edit View Fawortes  Tool:  Help | |';"
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=% Add Hardware Inztalls and troubleshoots bardware
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4aad % Add or Remove Programs [ _ [O] x|
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:idi Currently installed programs: [ Shaw updates Sart by: IName vl
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' | s
% gz [ Licbert MuliLink She  4317ME
@ Fal
G Far Uszed

=Ga

Dinte it Fromn pour computer.
é.] a -
f@ Ky ﬂ LiveReq [Symantec Corporation) Size 2 BEME N
,j ma & Livellpdate 1.30 (Symantec Corporation] Size 511ME Click on
Pl L]
ﬂ_ B Maxtor OneTouch = Remove

Install ol 5 : : .

+ A confirmation window asks whether you wish to proceed with the removal. Click OK to continue.
This process removes the application files, but leaves the Nform folder inside the Program Files
folder, containing user-created files in the Data folder.

* Click Close.

See 6.3 - Upgrading to a Newer Version of Nform for instructions on upgrades.
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15.2 Deleting License Keys

15.2.1 Deleting Secondary Nform License Keys

Your primary Nform license key cannot be deleted, but you may wish to remove a secondary license
key—for example, to move it to another computer to monitor a different group of devices. The primary
license key appears first in the list in the right side of the window when License Key Administra-
tion is selected in the Configure tab.

To remove a secondary Nform license key:

* Log on as Administrator and click on the Configure tab.
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+ In the left side of the window, double-click on License Key Administration, then click on
Nform License Keys.

* In the right side of the window, highlight the secondary Nform license key you wish to delete.

* Click on the Edit menu at the top of the window, then click on Delete.
(Instead, you may click on the Delete button i on the toolbar.)

+ This opens the Liebert License Utility window, showing the license key and the authorized num-
ber of managed devices to be deleted. To proceed, click on the Delete button.

* A confirmation window asks whether to continue with the deletion. Click Yes to delete the license
key (or click No to cancel without deleting it).

15.2.2 Deleting the MultiLink Network Shutdown License
To remove the MultiLink Network Shutdown License:
* Log on as Administrator and click on the Configure tab.
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* In the left side of the window, double-click on License Key Administration, then click on
MultiLink Network Shutdown License.

+ In the right side of the window, highlight MultiLink Network Shutdown License.

* Click on the Edit menu at the top of the window, then click on Delete.
(Instead, you may click on the Delete button & on the toolbar.)
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16.0 LIEBERT SOFTWARE PROGRAM LICENSE AGREEMENT

This section contains the license agreement for Liebert Nform.

LIEBERT NFORM™ SOFTWARE LICENSE AGREEMENT

This Nform Software License Agreement (“Agreement”) is a legal agreement between you and Liebert
Corporation, an Ohio, United States of America, corporation, (“Liebert”). Liebert’s Nform software,
including enhancements, upgrades, and any future releases is made available exclusively for use with
Liebert products and/or non-Liebert products provided that you obtain the appropriate product tem-
plate from Liebert for non-Liebert products (“Products”). The foregoing, including any accompanying
program(s), documentation, images, animation, and text incorporated therein, (collectively “Software”),
is provided solely for commercial and industrial use under the license terms specified herein. READ
THESE TERMS AND CONDITIONS CAREFULLY BEFORE ATTEMPTING TO DOWNLOAD,
INSTALL, OR USE THE SOFTWARE. BY DOWNLOADING, INSTALLING, OR USING THE SOFT-
WARE, YOU AGREE TO BE BOUND BY THESE TERMS AND CONDITIONS. IF YOU DO NOT
ACCEPT THESE TERMS AND CONDITIONS, DO NOT DOWNLOAD, INSTALL, OR USE THE
SOFTWARE. IN SUCH A CIRCUMSTANCE, THE SOFTWARE MAY BE RETURNED WITHIN
THIRTY (30) DAYS OF YOUR RECEIPT FOR A FULL SOFTWARE REFUND. YOU REPRESENT
THAT YOU (I) ARE NOT LOCATED IN, UNDER THE CONTROL OF, OR A NATIONAL RESIDENT
OF ANY COUNTRY TO WHICH THE UNITED STATES HAS EMBARGOED GOODS, (II) ARE NOT
ON THE U.S. TREASURY DEPARTMENT’S LIST OF SPECIALLY DESIGNATED NATIONALS, (III)
ARE NOT ON THE U.S. COMMERCE DEPARTMENT’S LIST OF DENIED PERSONS OR (IV) ARE
NOT OTHERWISE PROHIBITED BY U.S. LAW FROM RECEIVING OR USING THE SOFTWARE
(COLLECTIVELY “EXPORT RESTRICTIONS”). IF YOU DO NOT HAVE AUTHORITY TO ACCEPT
THIS AGREEMENT FOR YOUR ORGANIZATION, IT IS YOUR OBLIGATION TO ENSURE THAT
AN AUTHORIZED INDIVIDUAL MAKES THE DETERMINATION THAT YOUR ORGANIZATION
IS NOT SUBJECT TO THE ABOVE EXPORT RESTRICTIONS PRIOR TO DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE.

COPYRIGHT: This Software is the proprietary property of Liebert and / or its suppliers and is pro-
tected by United States copyright laws, other applicable copyright laws, and international treaty provi-
sions. Title and ownership of all copyrights to the Software remain in Liebert or third parties.
Accordingly, your rights to use, copy and modify the Software are strictly limited to the specific rights
provided in this Agreement or as may otherwise be required by applicable copyright law.

GRANT OF RIGHTS: Liebert grants a non-exclusive, non-transferable license to you to install and use
the Software solely for use with Products and in accordance with these license terms provided, how-
ever, that you warrant and represent that you will not use this software in violation of applicable laws
and regulations or where such use detrimentally affects Liebert’s rights in the Software or subjects Lie-
bert to liability. You assume responsibility for the selection of the Software to achieve your intended
results, and for the installation, use, and the results obtained from the Software. Provided that you
have paid the applicable license fees, you may use the Software only with a single server and up to
thirty (30) Products. Any operation of the Software with any greater number at any time shall consti-
tute a material breach of this Agreement and shall terminate this license as provided for below. Soft-
ware key(s) are available under the terms of this Agreement, upon payment of any applicable license
fee(s), for you to use the Software with a single server and multiples of thirty (30) Products. By use of
the Software, you agree that Liebert may, at its option, perform an audit of your usage of the Software
to determine the number of servers and Products that are using the Software.

TERMINATION OF LICENSE: Your license is automatically terminated if you:

(1) use the Software with anything other than Products, (2) attempt to copy or reconstruct any part of
the object code, source code, or algorithms, (3) provide, disclose, sell, rent, lease, license, sublicense,
transfer or assign the Software to any third party, (4) attempt to decompile, disassemble or reverse
engineer the Software, in whole or in part, or otherwise attempt to derive the source code of the Soft-
ware, (5) use the Software in excess of the licensed coverage purchased, (6) write or develop any deriva-
tive software or any other software program based upon the Software, (7) modify or alter the Software
or (8) fail to comply with other license terms. You may elect to terminate this license at any time by
destroying the Software together with all copies and any portions thereof in any form.

(continued)
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LIEBERT NFORM™ SOFTWARE LICENSE AGREEMENT (continued)

LIMITED WARRANTY: Liebert represents that it has the right and authority to grant the license
herein. Liebert warrants solely to you for a period of thirty (30) days from the date of Liebert shipment
or distribution that the distribution media (if supplied) on which the Software is furnished under nor-
mal use will be free from defects in material and workmanship and the Software will substantially con-
form to Liebert published documentation. EXCEPT FOR THE ABOVE EXPRESS WARRANTIES,
THIS SOFTWARE IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABIL-
ITY OR FITNESS FOR INTENDED PURPOSE. LIEBERT DOES NOT WARRANT THAT THE SOFT-
WARE FUNCTIONS WILL MEET YOUR REQUIREMENTS OR THAT THE SOFTWARE WILL
OPERATE UNINTERRUPTED OR ERROR FREE.

LIMITATION OF REMEDIES/DAMAGES:

(A) Liebert’s entire liability and your exclusive remedy arising from use or inability to use the Software
is:
(1) The replacement of any distribution media not meeting Liebert’s warranty, or

(2) If Liebert is unable to provide you a replacement that conforms to Liebert’s warranty, to refund
the purchase price.

(B) IN NO EVENT WILL LIEBERT BE LIABLE FOR ANY DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS, LOST REVENUE, LOSS OF USE, OR LOSS OF DATA OR OTHER
INCIDENTAL OR CONSEQUENTIAL OR OTHER ECONOMIC DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
THESE DAMAGES. YOU ACKNOWLEDGE THAT THIS LICENSE REFLECTS THIS ALLOCATION
OF RISK.

U.S. GOVERNMENT RESTRICTED RIGHTS. This Software is developed at private expense and is
provided with “Restricted Rights.” Use, duplication, or disclosure by the United States Government is
subject to restrictions set forth in the Federal Acquisition Regulations and its Supplements. The manu-
facturer is Liebert Corporation, 1050 Dearborn Drive, Columbus, Ohio 43085.

ASSIGNMENT: You may not sublicense, assign, or otherwise transfer this license of the Software with-
out the prior written consent of Liebert. Any such transfer of rights, duties, or obligations is void.

EXPORT RESTRICTIONS: You may not export the Software in violation of applicable export laws and
regulations of the applicable countries. You agree to comply with all laws, regulations, decrees and
orders of the United States of America that restrict the exportation (or re-exportation) of the Software
to other countries, including, without limitation, the U.S. Export Administration Regulations.

UPDATE POLICY: Liebert may create, from time to time, updated versions of the Software. Liebert
reserves the right to make changes to or improvements in any aspect of the Software at any time with-
out prior notice to you and without an obligation to supply such changed and/or improved Software to
you.

COMPLETE AGREEMENT/GOVERNING LAW/VENUE: This Software license agreement comprises
the final and complete agreement between the parties. No person is authorized to change or modify this
Agreement except an executive officer of Liebert Corporation and then only in writing. The laws of the
United States and the State of Ohio shall apply to this Agreement and its interpretation without refer-
ence to choice or conflict of laws principles. Liebert and you hereby irrevocably submit to the personal
and subject matter jurisdiction of any State of Ohio or federal court sitting in Columbus, Ohio, in any
action or proceeding arising from or relating to this Nform Software License Agreement.

Nform Software License revision June 24, 2003
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APPENDIX A - TECHNICAL INFORMATION & FREQUENTLY ASKED QUESTIONS

1.

3.

What is a DHCP server?

DHCP is the acronym for Dynamic Host Configuration Protocol. This protocol allows hostnames
to be allocated dynamically when computers are connected to a network. This protocol is often
used to remotely grant a hostname to a computer for a limited time, as when a student uses a
computer for a quarter or longer. See RFC-1541 for more detailed information. (RFCs are Request
For Comment documents that set forth regulations on how communication occurs on the Internet.
These documents are controlled by the Internet Engineering Task Force (IETF) and are available
for viewing at the IETF Web site.)

How do I identify possible TCP/IP port conflicts when using a UPS equipped with an
SNMP card? How do I resolve the conflict?

TCP/IP port conflicts with port 162 can be resolved by stopping the SNMP trap service from run-
ning. This product does not support running on the same machine as a Network Management
System (NMS).

For the proper procedure to stop the SNMP services, see 14.0 - Running Nform.

What is a service?

A service is a process initiated at boot time that requires no user intervention to start and run. A
service continues to run after the user logs off the computer.
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APPENDIX B - DATA MONITORED BY NFORM

B.1

Liebert supplies a template for each SNMP device, containing data points and alarms applicable to
that device. The names of data points and alarms can be changed (see 9.4.2 - Views tab).

* Data points are the information Nform compiles from polling a managed SNMP device.
+ Alarms are out-of-tolerance conditions that Nform reports to users.

Tables 17 and 18 below show sample data points and alarms for environmental and UPS units with
SNMP cards. Table 19 shows data points with sample values obtained from a UPS.

SAMPLE DATA POINTS AND ALARMS

The following tables show examples of data points and alarms for an environmental unit and a UPS.

Table 17

Data points

Sample data points and alarms - Environmental unit

Alarms

lgpEnvTemperatureSettingDegF
lgpEnvTemperatureToleranceDegF
lgpEnvTemperatureSettingDegC
lgpEnvTemperatureToleranceDegC
lgpEnvHumiditySettingRel
lgpEnvHumidityToleranceRel
lgpEnvStateSystem
lgpEnvStateCooling
lgpEnvStateHeating

High Temperature

Low Temperature

High Humidity

Low Humidity

Loss of AirFlow

Change Filter

High Head Pressure 1
High Head Pressure 2
Compressor OverLoad 1

Manual Override
StandbyGlycoolPumpOn
Water Under Floor
Humidifier Problem

Low Water in Humidifier
Smoke Detected

Low Water Flow

Loss of Power Alarm
General Fault

lgpEnvStateHumidifying Compressor OverLoad 2 Local Alarm1
lgpEnvStateDehumidifying Compressor Short Cycle Local Alarm2
lgpEnvStateEconoCycle Compressor Low Suction Local Alarm3
Alarms Present Pressure Local Alarm4
Main Fan OverLoad StandbyUnitOn

Table 18 Sample data points and alarms - UPS unit

Data points Alarms
lcUpsldentManufacturer leUpsOutputLoad leUpsOverloadWarningTrap
lcUpsldentModel lcUpsInverterStatus lcUpsOverloadShutdownTrap
lcUpsldentSoftwareVersion lcUpsAlarms lcUpsOnBatteryTrap
lcUpsldentSpecific lcUpsTestBatteryStatus leUpsLowBatteryWarningTrap
lcUpsldentFirmwareVersion lcUpsOnBypass leUpsLowBatteryShutdownTrap
lcUpsldentSerialNumber leUpsBypassFrequency leUpsUtilPowerFailedTrap
lcUpsldentManufacturerDate lcUpsBypassNumLines leUpsUtilPowerRestoredTrap
lcUpsBatTimeRemaining lcUpsConfigType leUpsInputOverVoltageTrap

lcUpsBatVoltage
lcUpsBatCapacity
leUpsInputFrequency
leUpsInputNumLines
leUpsOutputFrequency

lcUpsConfigBypassInstalled
lcUpsConfigModuleCount
lcUpsConfigAudibleStatus
lcUpsConfigLowBattTime
lcUpsConfigAutoRestart

leUpsOverTempWarningTrap
lcUpsOverTempShutdownTrap
leUpsAlarmTrap
lcUpsOutputOffTrap
lcUpsOutputOff WarningTrap
lcUpsOutputOnTrap
lcUpsOutputOnWarningTrap
leUpsUnixShutdownTrap
leUpsUnixShutdownWarningTrap
leUpsInputFreqErrorTrap
lcUpsOutputOverVoltageTrap
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SAMPLE VALUES FRoOM A UPS

The information available for monitoring varies by type of unit being monitored—the type of UPS,
cooling unit or other SNMP device. Table 19 shows an example of monitoring data points with sam-
ple values obtained from a UPS with an SNMP card.

Table 19 Sample device information available for monitoring - Example for a UPS

Data point Sample value
leUpsldentManufacturer Liebert
lcUpsldentModel GXT700MT-120
lcUpsldentSoftwareVersion 2.7.3
leUpsldentSpecific 1.3.6.1.4.1.476.1.1.1.14
lcUpsldentFirmwareVersion G_X.10.02
lcUpsldentSerialNumber 0034200295AF1T1
lcUpsldentManufacturerDate 07DECO00
lcUpsBatTimeRemaining 0129
lcUpsBatVoltage 27
lcUpsBatCapacity 100
leUpsInputFrequency 60
leUpsInputNumLines 1
leUpsOutputFrequency 60
leUpsOutputLoad 7
lcUpsInverterStatus 2
lcUpsAlarms 0
lcUpsTestBatteryStatus 2
leUpsOnBypass (1-unknown, 2-yes, 3-no, 4-maint) 2-yes, 3-no, 4-(maint)_1.3.6.1.4.1.476.1.1.1.1.13.1.0,3
lcUpsBypassFrequency 60
leUpsBypassNumLines 1
IcUpsConfigType 2
lcUpsConfigBypassInstalled 2
leUpsConfigModuleCount 0
leUpsConfigAudibleStatus 2
lcUpsConfigLowBattTime 2
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APPENDIX C - ORDERING PARTS FROM LIEBERT

The table below lists part numbers for items available from Liebert.

To obtain any item, visit the Liebert Web site at http://nform.liebert.com or contact your local Liebert represen-

tative, value-added reseller, or distributor.

Table 20 Nform part numbers

Item

Part Number

Description

Nform-Enterprise Software on CD-ROM
(Primary license key for 5 users, 100 devices)

NFORM-EPRISE

Nform with primary license key for:

* 5 concurrent users

* 100 devices

» Advanced Notification License

* MultiLink Network Shutdown License

Nform-Business Software on CD-ROM
(Primary license key for 2 users, 60 devices)

NFORM-BSNESS

Nform with primary license key for:
* 2 concurrent users

* 60 devices

» Advanced Notification License

Nform Software on CD-ROM

Nform with primary license key for:

(Primary license key for 1 user, 30 devices) NFORM "1 local.user
* 30 devices
Nform Software Version Upgrade NFORM-UP Upgrades Version 1.2 software to Version 2.x
30 Node License NFORM-30N Adds support of 30 additional devices
100 Node License NFORM-100N Adds support of 100 additional devices
500 Node License NFORM-500N Adds support of 500 additional devices
1 Concurrent User License NFORM-1CU Adds support of 1 additional concurrent user
5 Concurrent User License NFORM-5CU Adds support of 5 additional concurrent users
10 Concurrent User License NFORM-10CU Adds support of 10 additional concurrent users
Enables SNMP notifications:
cpe . * SNMP Get Request
Advanced Notification License NFORM-ANOTIFY | | SNMP Set Re(;luest
* SNMP Trap Forward Request
MultiLink Network Shutdown License MLLKU Allows access to MultiLink devices via Nform

software
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